—

AOS-W Instant 8.4.0.x
Command-Line Interface

Alcatel-Lucent @

Enterprise

Reference Guide



Copyright Information

Alcatel-Lucent and the Alcatel-Lucent Enterprise logo are trademarks of Alcatel-Lucent. To view other
trademarks used by affiliated companies of ALE Holding, visit:

https://www.al-enterprise.com/en/legal/trademarks-copyright

All other trademarks are the property of their respective owners. The information presented is subject to
change without notice. Neither ALE Holding nor any of its affiliates assumes any responsibility for inaccuracies
contained herein. (2019)

Open Source Code

This product includes code licensed under the GNU General Public License, the GNU Lesser General Public
License, and/or certain other open source licenses.

Revision 01 | February 2019 AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide


https://www.al-enterprise.com/en/legal/trademarks-copyright

Revision History

The following table lists the revisions of this document.

Table 1: Revision History

Change Description

Revision

Revision 01 Initial release.

Revision 01 | February 2019 AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



and-Line Interface

The Alcatel-Lucent AOS-W Instant Command-Line Reference Guide allows you to configure and manage OAW-
IAPs. The CLI is accessible through a Telnet or SSH session from a remote management console or workstation.

What's New In AOS-W Instant 8.4.0.0

This section lists the commands introduced, modified, or deprecated in Alcatel-Lucent AOS-W Instant 8.4.0.0.

Commands in AOS-W Instant 8.4.0.0

New Commands

The following new commands are introduced in Alcatel-Lucent AOS-W Instant 8.4.0.0:

Table 2: New Commands in AOS-W Instant 8.4.0.0

Command Description

activate-disable This command disables communication between the OAW-
IAP and Activate.

advanced-zone This command is used to enable or disable the advanced
zone feature that can configure up to 32 SSIDs on an OAW-
IAP.

clear-dhcpoption82 This command is used to delete the DHCP option 82 XML
file from the OAW-IAP.

debug-rtls-logs This command generates debugging logs for the RTLS
tags.

dhcp This command is used to configure the DHCP option 82

parameters present in the XML file into the datapath.

disable-local-management-when-remotely-managed | This command temporarily disables access to the WebU|,
SSH, and telnet access for the OAW-IAP when remotely
managed.

download-dhcpopt82 This command allows you to download the XML file using
HTTP, FTP or TFTP URL.

enhanced-mesh-role-detect This command enables mesh role detection on an OAW-
IAP.

mesh-cluster This command configures name and key details in a mesh
network.

mesh-disable This command disables the mesh functionality in an OAW-
IAP.
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Table 2: New Commands in AOS-W Instant 8.4.0.0

Command Description

sesimagotag-esl-profile This command is used to configure SES-imagotag's
Electronic Shelf Label (ESL) system details.

show ap checksum

show ap debug network-bssid This command displays the mapping of WLAN index and
BSSID for an OAW-IAP. When this command is executed on
a master OAW-IAP, it displays the mapping details of the
slave OAW-IAP.

show ap mesh cluster This command shows the saved mesh configurations,
status, and topology of OAW-IAPs.

show ap mpskcache This command displays the multiple PSK local cache table
for clients associated with the OAW-IAP.

show clearpassca This command displays the details of the ClearPass Policy
Manager certificate uploaded on an OAW-IAP.

show esl This command displays the status of SES-imagotag's
Electronic Shelf Label (ESL) configuration for an OAW-IAP.

show esl-radio This command displays the status of ESL Radio (USB
dongle) traffic.

show gre config This command displays the various GRE parameters
configured on the OAW-IAP.

show gre status This command dispays the various parameters indicating
the status of GRE.

show log scd This command displays the status of the Serial
Communication Daemon (SCD) process.

show rtls-logs This command displays the debugging logs generated for
the RTLS tags by the OAW-IAP.

show rtls-tags This command displays list of RTLS tags associated with
the OAW-IAP.

show ssh This command displays the SSH cipher configuration
details.

show vlan This command displays the mapping of a VLAN name and

its corresponding VLAN ID in an SSID profile.

ssh This command is introduced to configure ciphers for SSH
access to an OAW-IAP.

vlan This command configures a VLAN mapping for an SSID
profile.

vlan-name This command configures the named VLAN.

zeroize-tpm-keys This command zeroizes TPM keys in FIPS-based OAW-IAPs.
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Table 2: New Commands in AOS-W Instant 8.4.0.0

Description

show log provision This command displays logs related to provision update

with Activate.

Modified Commands

The following commands are modified in Alcatel-Lucent AOS-W Instant 8.4.0.0:

Table 3: Modified Commands in Alcatel-Lucent AOS-W Instant 8.4.0.0

Command Description

arm m The key parameter is introduced to configure the
client match key of an OAW-IAP.

m The default values of the following parameters have

been updated to stay aligned with the AOS-W default

values:

min-tx-power

channel-quality-aware-arm-disable

ble The DynamicConsole feature is enhanced to perform
special error checks and decide if BLE console is to be
enabled or not.

clear-cert A new parameter clearpassca is added to clear ClearPass
Policy Manager certificates.

cluster-security This command blocks non-DTLS slave OAW-IAPs from joining
a DTLS enabled cluster.

copy The clearpassca parameter is added to copy the ClearPass
Policy Manager CA from the TFTP server.

download-cert A new parameter clearpassca is added to download
customized ClearPass Policy Manager certificates.

gre The following parameters were introduced:
backup <name>
disable-reconnect-user-on-failover
reconnect-time-on-failover <down_time>
ping-retry-count <new_count>
ping-frequency <freq>
disable-preemption

hold-time <hold_time>

iot transportProfile The following parameter is introduced:
) m uuidFilter
m rssiReporting

The following endpoint types are introduced:
= telemetry-https
m telemetry-websocket

The following payload contents are introduced:
® enocean-sensors
= enocean-switches
m ibeacon
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Table 3: Modified Commands in Alcatel-Lucent AOS-W Instant 8.4.0.0

Command Description

ip dhcp The xml option is introduced in the option82 parameter. To
enable ALU based DHCP option82, ensure that dhcp-
option82-xml is disabled.

rf dot11a-radio-profile The default value for the following parameters have been
updated to stay aligned with the AOS-W default values:

= max-distance

= max-tx-power

= min-tx-power

m disable-arm-wids-functions
A new parameter was introduced:

m free-channel-index <idx>

rf dot11g-radio-profile The default value for the following parameters have been
updated to stay aligned with the AOS-W default values:

= max-distance

= max-tx-power

= min-tx-power

m disable-arm-wids-functions
A new parameter was introduced:

m free-channel-index <idx>

show auth-survivability The output of this command is updated.
show datapath This command displays the list of IP addresses learned by

the Wi-Fi client during the DNS learning phase.

show dhcp The opt82 xml-config parameter is introduced to display
the status of the DHCP Option-82 configuration.

show dhcps config The output of this command is modified to support 32 VLAN
IDs on Centralized, L2 support in full tunnel mode.

show dpi The ssid-table parameter is introduced to show the
mapping of WLAN index and BSSID in a DPI process.

show log ap-debug The output of this command is modified to display log
information of the ZTP feature.

show network The output of this command now includes the following:
m Status of the Download roles for CPPM
configuration is now shown as part of the output.

m Status of the mPSK passphrase.

m Unicode characters for the SSID.

show port status m The Details parameter is introduced to display
detailed information about the port status.

m The Dot3az parameter is introduced to denote the
status of EEE on the OAW-IAP.

show running-config International characters added in the ESSID are displayed as
UTF8 encoded strings in the output.

show swarm The advanced-zone parameter is added to the output of the
show swarm state command.
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Table 3: Modified Commands in Alcatel-Lucent AOS-W Instant 8.4.0.0

Command Description

show time-profile The Access Role Name and Rule parameters have been
introduced to show the access role name for which the time
profile is applied and to show the access rule configuration,
respectively.

uplink The failover-internet-ip-for-cellular-uplink <ip>
parameter is introduced to configure the Internet failover IP
address for a cellular 3G/4G uplink.

wired-port-profile The following parameters are introduced:
auto-recovery

auto-recovery-interval <interval>
loop-detection-interval <interval>
loop-protect
storm-control-broadcast
storm-control-threshold <threshold>
dot3az

wlan auth-server A new parameter cppm [username <username>
password <password>] is added.

wlan ssid-profile The following parameters are added:
advertise-ap-name

vian

mpsk-passphrase
download-role
advertise-ap-name

opmode <mpsk-aes>
opmode <wpa3-aes-ccm-128>
opmode <wpa-sae-aes>
opmode <wpa3-cnsa>
opmode-transition
opmode-transition-disable
enhanced-open
high-efficiency-enable
high-efficiency-disable
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This document describes the AOS-W Instant command syntax and provides the following information for each
command:

m  Command Syntax—The complete syntax of the command.

m Description—A brief description of the command.

m Syntax—A description of the command parameters, the applicable ranges and default values, if any.

m Usage Guidelines—Information to help you use the command, including prerequisites, prohibitions, and
related commands.

m Example—An example of how to use the command.

m  Command History—The version of AOS-W Instant in which the command was first introduced.

m  Command Information—This table describes command modes and platforms for which this command is
applicable.

The commands are listed in alphabetical order.

AOS-W Instant supports the use of CLI for scripting purposes. You can access the AOS-W Instant CLI through a
SSH.

To enable the SSH access to the AOS-W Instant CLI:

1. From the WebUI, navigate to System > Show advanced options.
2. Select Enabled from the Terminal access drop-down list.
3. Click OK.

Connecting to a CLI Session
On connecting to a CLI session, the system displays its host name followed by the login prompt. Use the
administrator credentials to start a CLI session. For example:

(Instant AP)
User: admin
Password: ****x*

If the login is successful, the privileged command mode is enabled and a command prompt is displayed. For
example:

(Instant AP)#

The privileged mode provides access to show, clear, ping, traceroute, and commit commands. The

configuration commands are available in the configuration (config) mode. To move from privileged mode to
the configuration mode, enter the following command at the command prompt:

(Instant AP)# configure terminal

The configure terminal command allows you to enter the basic configuration mode and the command prompt
is displayed as follows:

(Instant AP) (config)#

The AOS-W Instant CLI allows CLI scripting in several other sub-command modes to allow the users to
configure individual interfaces, SSIDs, access rules, and security settings.

You can use the question mark (?) to view the commands available in a privileged mode, configuration mode, or
sub-mode.
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HOTE

Although automatic completion is supported for some commands such as configure terminal, the complete exit
and end commands must be entered at command prompt for successful execution.

Applying Configuration Changes

Each command processed by the Virtual Controller is applied on all the slave OAW-IAPs in a cluster. When you
make configuration changes on a master OAW-IAP in the CLI, all associated OAW-IAPs in the cluster inherit
these changes and subsequently update their configurations. The changes configured in a CLI session are
saved in the CLI context.

The CLI does not support the configuration data exceeding the 4K buffer size in a CLI session: therefore,
Alcatel-Lucent recommends that you configure fewer changes at a time and apply the changes at regular
intervals.

To apply and save the configuration changes at regular intervals, use the following command in the privileged
mode:

(Instant AP)# commit apply

To apply the configuration changes to the cluster, without saving the configuration, use the following
command in the privileged mode:

(Instant AP)# commit apply no-save

To view the changes that are yet to be applied, use the following command in the privileged mode:

(Instant AP)# show uncommitted-config

To revert to the earlier configuration, use the following command in the privileged mode.

(Instant AP)# commit revert

Example:
(Instant AP) (config)# rf dotlla-radio-profile

(Instant AP)# show uncommitted-config

Configuration Sub-modes

Some commands in configuration mode allow you to enter into a sub-mode to configure the commands
specific to that mode. When you are in a configuration sub-mode, the command prompt changes to indicate
the current sub-mode.

You can exit a sub-command mode and return to the basic configuration mode or the privileged Exec (enable)
mode at any time by executing the exit or end command.

Deleting Configuration Settings
Use the no command to delete or negate previously-entered configurations or parameters.

m To view alist of no commands, type no at the prompt in the relevant mode or sub-mode followed by the
question mark. For example:
(Instant AP) (config) # no?

m To delete a configuration, use the no form of a configuration command. For example, the following
command removes a configured user role:
(Instant AP) (config) # no user <username>

m To negate a specific configured parameter, use the no parameter within the command. For example, the

following command deletes the PPPoE user configuration settings:

(Instant AP) (config) # pppoe-uplink-profile
(Instant AP) (pppoe uplink profile)# no pppoe-username
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Using Sequence Sensitive Commands

The AOS-W Instant CLI does not support positioning or precedence of sequence-sensitive commands.
Therefore, Alcatel-Lucent recommends that you remove the existing configuration before adding or modifying
the configuration details for sequence-sensitive commands. You can either delete an existing profile or remove
a specific configuration by using the no... commands.

The following table lists the sequence-sensitive commands and the corresponding no command to remove the
configuration.

Table 4: Sequence-Sensitive Commands

Sequence-Sensitive Command

Corresponding no command

opendns <username> <password>

no opendns

rule <dest> <mask> <match> <protocol> <start-port>
<end-port> {permit |deny | src-nat | dst-nat {<IP-
address> <port>| <port>}} [<optionl..option9>]

no rule <dest> <:mask> <match>
<protocol> <start-port> <end-port>
{permit | deny | src-nat | dst-nat}

mgmt-auth-server <auth-profile-name>

no mgmt-auth-server <auth-profile-

name>

no set-role <attribute>{{equals]|
not-equals| starts-with| ends-with]|

set-role <attribute>{{equals| not-equals| starts-
with| ends-with| contains} <operator> <role>| value-
of} contains} <operator>| value-of}

no set-role

no set-vlan <attribute>{{equals]|
not-equals| starts-with| ends-with]

set-vlan <attribute>{{equals| not-equals| starts-
with| ends-with| contains} <operator> <VLAN-ID>|

value-of} contains} <operator>| value-of}

no set-vlan

auth-server <name> no auth-server <name>

Saving Configuration Changes

The running-config holds the current OAW-IAP configuration, including all pending changes which are yet to be
saved. To view the running-config of an OAW-IAP, use the following command:

(Instant AP) # show running-config
When you make configuration changes through the CLI, the changes affect the current running configuration
only. To save your configuration changes, use the following command in the privileged Exec mode:

(Instant AP)# write memory

Commands that Reset the OAW-IAP

If you use the CLI to modify a currently provisioned radio profile, the changes take place immediately. A reboot
of the OAW-IAP is not required to apply the configuration changes. Certain commands, however, automatically
force OAW-IAP to reboot. Verify the current network loads and conditions before executing the commands
that enforce a reboot of the OAW-IAP, as they may cause a momentary disruption in service as the unit resets.

The reload command resets an OAW-IAP.
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Command Line Editing

The system records your most recently entered commands. You can review the history of your actions, or
reissue a recent command easily, without having to retype it.

To view items in the command history, use the up arrow key to move back through the list and the down arrow
key to move forward. To reissue a specific command, press Enter when the command appears in the
command history. You can also use the command line editing feature to make changes to the command prior
to entering it. The command line editing feature allows you to make corrections or changes to a command
without retyping. The following table lists the editing controls. To use key shortcuts, press and hold the Ctrl
button while you press a letter key.

Table 5: Line Editing Keys

Key Effect Description

Ctrl A Home Move the cursor to the beginning of the line.

Ctrl B or the Back Move the cursor one character left.

left arrow

CtrlD Delete Right Delete the character to the right of the cursor.

Ctrl E End Move the cursor to the end of the line.

Ctrl F or the Forward Move the cursor one character right.

right arrow

Ctrl K Delete Right Delete all characters to the right of the cursor.

Ctrl N or the Next Display the next command in the command

down arrow history.

Ctrl P or Previous Display the previous command in the command

up arrow history.

CtrlT Transpose Swap the character to the left of the cursor with
the character to the right of the cursor.

CtrlU Clear Clear the line.

Ctrl W Delete Word Delete the characters from the cursor up to and
including the first space encountered.

Ctrl X Delete Left Delete all characters to the left of the cursor.

Specifying Addresses and Identifiers in Commands

This section describes addresses and other identifiers that you can reference in CLI commands.
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Table 6: Addresses and Identifiers

Address or Identifier Description

IP address For any command that requires entry of an IP address to specify a network
entity, use IPv4 network address format in the conventional dotted decimal
notation (for example, 192.0.2.1).

Netmask address For subnet addresses, specify a subnet mask in dotted decimal notation (for
example, 255.255.255.0).

MAC address For any command that requires entry of a device’'s hardware address, use the
hexadecimal format (for example, 00:05:4e:50:14:aa).

SSID A unique character string (sometimes referred to as a network name),
consisting of no more than 32 characters. The SSID is case-sensitive (for
example, WLAN-01).

BSSID This entry is the unique hard-wireless MAC address of the OAW-IAP. A unique
BSSID applies to each frequency— 802.11a and 802.11g—used from the AP.
Use the same format as for a MAC address.

ESSID Typically the unique logical name of a wireless network. If the ESSID includes
spaces, enclose the name in quotation marks.

Typographic Conventions

The following conventions are used throughout this document to emphasize important concepts:

Table 7: Typographical Conventions

Type Style Description

Ttalics This style is used_for emphasizing important terms
and to mark the titles of books.

Boldface Thi§ style is used fqr command names and parameter
options when mentioned in the text.

Commands This fixed-width font depicts command syntax and
examples of commands and command output.

<angle brackets> In the command syntax, text within angle brackets
represents items that you should replace with
information appropriate to your specific situation.
For example, ping <ipaddr>

In this example, you would type “ping” at the system
prompt exactly as shown, followed by the IP address
of the system to which ICMP echo packets are to be
sent. Do not type the angle brackets.
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Type Style Description

[square brackets] In the command syntax, items enclosed in brackets
are optional. Do not type the brackets.

{Item A|Item B} In the command examples, single items within curled
braces and separated by a vertical bar represent the
available choices. Enter only one choice. Do not type
the braces or bars.

{ap-name <ap-name>} | {ipaddr <ip-addr>} | Two items within curled braces indicate that both
parameters must be entered together. If two or more
sets of curled braces are separated by a vertical bar,
like in the example to the left, enter only one choice.
Do not type the braces or bars.

The following informational icons are used throughout this guide:

E Indicates helpful suggestions, pertinent information, and important things to remember.

NOTE

Indicates a risk of damage to your hardware or loss of data.
CAUTION

% Indicates a risk of personal injury or death.
WARNING

Contacting Support

Table 8: Contact Information

Contact Center Online

Main Site https://www.al-enterprise.com
Support Site https://businessportal2.alcatel-lucent.com
Email ebg _global_supportcenter@al-enterprise.com

Service & Support Contact Center Telephone

North America 1-800-995-2696

Latin America 1-877-919-9526

EMEA +800 00200100 (Toll Free) or +1(650)385-2193
Asia Pacific +65 6240 8484

Worldwide 1-818-878-4507
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a-channel

a-channel <a_channel> <a_tx_power>

Description

This command configures 5 GHz radio channels for a specific OAW-IAP.

Syntax
Parameter Description Range Default
<channel> Configures the specified 5 GHz | The valid channels for —
channel. a band are determined
by the OAW-IAP
regulatory domain.
<tx-power> Configures the specified -51dBmto 51 dBm —
transmission power values. It
also supports 0.1 dBm and
negative values.

Usage Guidelines

Use this command to configure radio channels for the 5 GHz band for a specific OAW-IAP.

Example

The following example configures the 5 GHz radio channel:
(Instant AP)# a-channel 44 18

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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a-external-antenna

a-external-antenna <gain>

Description

This command configures external antenna connectors for an OAW-IAP.

Syntax
Parameter Description Range Default
<gain> Configures the antenna gain. You can configure Diploe or Omni- | —
a gain value in dBi for the following types of 6
antenna: Panel -14
m Dipole or Omni Sector - 14
m Panel
m Sector

Usage Guidelines

If your OAW-IAP has external antenna connectors, you need to configure the transmit power of the system.
The configuration must ensure that the system’s EIRP is in compliance with the limit specified by the regulatory
authority of the country in which the OAW-IAP is deployed. You can also measure or calculate additional
attenuation between the device and antenna before configuring the antenna gain. To know if your OAW-IAP
device supports external antenna connectors, see the Install Guide that is shipped along with the OAW-IAP
device.

EIRP and Antenna Gain

The following formula can be used to calculate the EIRP limit related RF power based on selected antennas
(antenna gain) and feeder (Coaxial Cable loss):

EIRP = Tx RF Power (dBm)+GA (dB) - FL (dB)

The following table describes this formula:

Table 9: formula Variable Definitions

Formula Element Modification

EIRP Limit specific for each country of deployment
Tx RF Power RF power measured at RF connector of the unit
GA Antenna gain

FL Feeder loss

For information on antenna gain recommended by the manufacturer, see.

Example

The following example configures external antenna connectors for the OAW-IAP with the 5 GHz radio band.

(Instant AP)# a-external-antenna 14
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Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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aaa test-server

aaa test-server <servername> username <username> password <passwd> auth-type <type>

Description

This command tests a configured authentication server.

Syntax
Parameter Description Range Default
<servername> Authentication server for — —

which the authentication
test must be run.

username <username> Username to use to test the — —
authentication server.

password <passwd> Password to use to test the — —
authentication server.

auth-type <type> Authentication protocol — —
type. Use PAP as the
authentication type.

Usage Guidelines
This command verifies the status of RADIUS authentication between the OAW-IAP and RADIUS or AAA server.

Example

The following example shows the output of the aaa test-server command:

Authentication is successful

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.00

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode

Revision 01 | February 2019 AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



aaa dns-query-interval

aaa dns-query-interval <interval>
no aaa dns-query-interval

Description

This command configures the interval at which the dns server sends out a query.

Syntax

Parameter Description Default

<interval> The time interval at which the | 0-60 mins 15 mins
query must be sent. The
interval is ranged in minutes.

Usage Guidelines

Use this command to configure the time interval for sending out dns queries.

Example

The following example shows the output of the aaa dns-query-interval command:
20:4c:03:24:89:18 (config) # aaa dns—-query-interval 15

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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aaa radius-attributes

aaa radius-attributes add <attribute> <attribute-id> {date|integer|ipaddr|string} [vendor
<name> <vendor-id>]

Description

This command configures RADIUS attributes to statically configure values to be included in RADIUS Access-
Requests and Accounting-Requests.

Syntax

Parameter Description

add <attribute> <attribute-id> | Adds the specified attribute name (alphanumeric string), associated
attribute ID (integer), and type (date, integer, IP address, or string).

date Adds a date attribute.

integer Adds an integer attribute.

ipaddr Adds an IP address attribute.

string Adds a string attribute.

vendor (Optional) Display attributes for a specific vendor name and vendor
ID.

Usage Guidelines

Add RADIUS attributes for use in SDRs. Use the show aaa radius-attributes command to display a list of the
current RADIUS attributes recognized by the Mobility Master. To add a RADIUS attribute to the list, use the aaa
radius-attributes command.

Example

The following command adds the VSA AOS-W Instant-User-Role:

(host) (config)# aaa radius-attributes add AOS-W Instant-User-Role 1 string vendor AOS-W
Instants 14823

Command History

Modification

AOS-W Instant 8.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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aaa radius modifier

aaa radius-attributes modifier <profile name>

Description

This command configures the RADIUS modifier profile to customize the attributes that are included, excluded
and modified in the RADIUS request before it is sent to the authentication server.

Syntax
<profle name> The specified RADIUS modifier profile name
clone Copy data from another Radius Modifier Profile
exclude Attribute to be excluded in RADIUS request
include Attribute/Value to be included in RADIUS request
no Delete Command

Usage Guidelines

Use the show aaa radius modifier command to display a list of RADIUS modifier profiles. To create a
RADIUS modifier profile with customized attributes, use the aaa radius-attributes command.

Example

Example for Included attribute

(host) [md] (config) #aaa radius-attributes add BW-Area-Code 18 integer vendor Boingo 22472
(host) [md] (Radius Modifier Profile "radmodifierl") # include BW-Area-Code static "212"
(host) [md] (Radius Modifier Profile "radmodifierl") # no include BW-Area-Code

Example for excluded attribute

(host) (config) #aaa radius-attributes add BW-Area-Code 18 integer vendor Boingo 22472
(host) (Radius Modifier Profile "radmodifierl") # exclude BW-Area-Code
(host) (Radius Modifier Profile "radmodifierl") # no exclude BW-Area-Code

Example for modified attribute

Default attributes to carry to radius server can be modified with include option.

(host) Radius Modifier Profile "radmodifierl") # include "Aruba-location-id" static "Shim-
office"

Command History

Version Modification

AOS-W Instant 8.3.0.0 Command introduced.
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Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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aeroscout-rtls

aeroscout-rtls <addr> <Port> [include-unassoc-sta]
no...

Description

This command configures the Aeroscout RTLS settings for AOS-W Instant and sends the RFID tag information
to an Aeroscout RTLS server.

Syntax
Parameter Description Range Default
<addr> IP address of the Aeroscout RTLS server to — —
which the location reports are sent.
<Port> Port number of the Aeroscout RTLS server to — —
which the location reports are sent..
include-unassoc-stas Includes the client stations not associated to — Disabled
any OAW-IAP when mobile unit reports are
sent to the Aeroscout RTLS server.
no Removes the Aeroscout RTLS configuration. — —

Usage Guidelines

This command allows you to integrate Aeroscout RTLS server with AOS-W Instant by specifying the IP address
and port number of the Aeroscout RTLS server. When enabled, the RFID tag information for the stations
associated with an OAW-IAP are sent to the AeroScout RTLS. You can also send the RFID tag information for
the stations that are not associated with any OAW-IAP.

Example

The following example configures the Aeroscout RTLS server:

(Instant AP) (config)# aeroscout-rtls 192.0.2.2 3030 include-unassoc-sta
(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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a-ant-pol

a-ant-pol <pol>

Description

This command configures the antenna polarization value for 5 GHz radio channels.

Syntax
Parameter Description Range Default
<pol> Denotes the antenna Oor1 —

polarization value for 5 GHz
radio channel.
m 0: Co-Polarized radio ID
m 1:Cross-Polarized radio
ID

Usage Guidelines

Use this command to set the antenna polarization value for 5 GHz radio channel.

Example

The following example configures the antenna polarization value for a 5 GHz radio channel:
(Instant AP)# a-ant-pol 0

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.5.2.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All Platforms Privileged EXEC mode
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activate-disable

activate-disable
no...

Description

This command disables all communication between OAW-IAP and Activate during initial provisioning.

Syntax
Parameter Description Range Default
activate-disable Disables communication — Disabled
between the OAW-IAP and
Activate.
no... Removes the configuration - -

Usage Guidelines

This is primarily used by customers who do not use Activate because of their security policy or because itis a
new site and they do not have internet connectivity when the OAW-IAP is initially brought up.

Example

The following command disables communication between the OAW-IAP and Activate:
(Instant AP) (config)# activate-disable

Command History

Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 Command introduced

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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advanced-zone

advanced-zone
no...

Description

This command is used to enable or disable the advanced zone feature that can configure up to 32 SSIDs. Since
the mapping method of the WLAN index and BSSID index are different, when you change the advanced zone
configuration, the BSSID is removed and created again.

When advanced zone is enabled:
m  The WLAN SSID profile will remain inactive without the zone.
m  Configure the OAW-IAP zone. Otherwise, keep the WLAN SSIDs inactive.

= Azone can be assigned to a maximum of up to 16 SSIDs. However, if the extended SSID is disabled, a zone
can be assigned to a maximum of up to 14 SSIDs wherein the first two virtual APs are reserved for mesh.

Example

(Instant AP) (config)# advanced-zone

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 Command introduced

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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airgroup

airgroup
cppm
cppm-query-interval
cppm-server
disable
enable
enable-guest-multicast
multi-swarm
no

Description

This command configures the AirGroup settings on an OAW-IAP.

Syntax

Parameter

cppm

Description

Enforces the discovery of the
ClearPass Policy Manager registered
devices. When enabled, only devices
registered with ClearPass Policy
Manager will be discovered by
Bonjour® or DLNA devices, based on
the ClearPass Policy Manager policy
configured.

Range

Default

Enabled

cppm-query-interval <interval>

Configures a time interval at which
AOS-W Instant sends a query to
ClearPass Policy Manager for
mapping the access privileges of
each device to the available services.

1-24

10 hours

cppm-server <server-name>

Configures the ClearPass Policy
Manager server information for
AirGroup policy.

disable

Disables the AirGroup feature.

enable [dlna-only| mdns-only]

Enables the mDNS or DLNA or both.
When dIna-only command is
executed with enable, the DLNA
support is enabled for AirGroup
enabled devices.

When mdns-only command is
executed with enable, the Bonjour
support is enabled for AirGroup
enabled devices.

enable-guest-multicast

Allows the users to use the Bonjour
or DLNA services enabled in a guest
VLAN. When enabled, the Bonjour or
DLNA devices will be visible only in
the guest VLAN and AirGroup will not
discover or enforce policies in guest
VLAN.

Revision 01 | February 2019

AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide




Parameter Description Range Default

multi-swarm Enables inter cluster mobility. When — Disabled
enabled, the OAW-IAP shares the
mDNS database information with the
other clusters. The AirGroup records
in the Virtual Controller can be
shared with all the Virtual Controllers
specified for L3 Mobility.

no... Removes the configuration settings — —
for parameters under the airgroup
command.

no airgroup Removes the AirGroup configuration. | — —

Usage Guidelines

Use this command to configure the AirGroup, the availability of the AirGroup services, and ClearPass Policy
Manager servers.

Example

The following example configures an AirGroup profile:
(Instant AP) (config)# airgroup

(Instant AP) (airgroup)# enable

(Instant AP) cppm enforce-registration
(Instant ailrgroup

( )
(airgroup) #
AP) ( ) #
(Instant AP) (airgroup)# cppm-query-interval 10
AP) ( ) #
( ) #

cppm-server Test
(Instant airgroup enable-guest-multicast
(Instant AP) (airgroup multi-swarm

(Instant AP) (airgroup)# end
(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.4.0.2- Command modified.
4.1.0.0

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and AirGroup configuration sub-mode.
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airgroupservice

airgroupservice <airgroupservice>
description <description>
disable
disallow-role <role>
disallow-vlan <VLAN-ID>
enable
id <AirGroupservice-I1D>
no

Description

This command configures the availability of AirGroup services for the OAW-IAP clients.

Syntax
Parameter Description Range Default
<alrgroupservice> Specifies the AirGroup service to configure. | — —

The following pre-configured services are
available for OAW-IAP clients:
m AirPlay™— Apple® AirPlay allows
wireless streaming of music, video, and
slideshows from your iOS device to
Apple TV® and other devices that
support the AirPlay feature.
m AirPrint™— Apple® AirPrint allows
you to print from an iPad®, iPhone®, or
iPod® Touch directly to any AirPrint
compatible printers.
m iTunes— iTunes service is used by
iTunes Wi-Fi sync and iTunes home-
sharing applications across all Apple®
devices.
m RemoteMgmt— Use this service for
remote login, remote management, and
FTP utilities on Apple® devices.
m Sharing— Applications such as disk
sharing and file sharing, use the service
ID that are part of this service on one or
more Apple® devices.
m ChromeCast—ChromeCast service
allows you to use a ChromeCast device
to play audio or video content on a high
definition television by streaming
content through Wi-Fi from the Internet
or local network.
m DLNA Media—Applications such as
Windows Media Player use this service
to browse and play media contenton a
remote device.
m DLNA Print—This service is used by
printers that support DLNA.
You can allow all services or add custom
services. Up to 10 services can be
configured on an OAW-IAP.
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Parameter Description

description <description>

profile.

Adds a description to the AirGroup service - —

Range Default

disable

Disables AirGroup services for the profile. - —

disallow-role <role>

Restricts the user roles specified for role - Disabled
from accessing the AirGroup service.

disallow-vlan <VLAN-ID>

discovered.

Restricts the AirGroup servers connected - Disabled
on the specified VLANs from being

enable

Enables the AirGroup service for the profile. | — —

id <airgroupserviceid>

trying to configure.

Allows you to specify the AirGroup service - —
ID corresponding to the service that you are

NOTE: The service IDs cannot be added for
the pre-configured services.

no...

configuration.

Removes the AirGroup service — —

Usage Guidelines

Use this command to enforce AirGroup service policies and define the availability of a services for an AirGroup
profile. When configuring AirGroup service for an AirGroup profile, you can also restrict specific user roles and
VLANs from availing the AirGroup services.

Example

The following example configures AirGroup services:

(Instant
(Instant
(Instant
(Instant
(Instant
(Instant

AP) (config) # airgroupservice AirPlay

AP) (airgroup-service) # description AirPlay Service

AP) (airgroup-service) # disallow-role
AP) (airgroup-service) # disallow-vlan
AP) (airgroup-service)# end

AP) # commit apply

Command History

Release Modification

guest
200

Alcatel-Lucent AOS-W Instant 8.3.0.0 The AirGroup chat service was deprecated.
Alcatel-Lucent AOS-W Instant 6.4.0.2- Command modified.

4.1.0.0

Alcatel-Lucent AOS-W Instant 6.3.1.1- Command modified.

4,0.0.0

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.

3.3.0.0
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Command Information

OAW-IAP Platform Command Mode
All platforms Configuration mode and AirGroup services configuration sub-
mode.
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airwave-rtls

airwave-rtls <addr> <Port> <key> <frequency> [include-unassoc-stal]
no...
Description

This command integrates OmniVista 3600 Air Manager RTLS settings for AOS-W Instant and sends the RFID tag
information to an OmniVista 3600 Air Manager RTLS server with the RTLS feed to accurately locate the wireless

clients.
Syntax
Parameter Description Range Default
<addr> Configures the IP address of the OmniVista — —
3600 Air Manager RTLS server.
<Port> Configures the port for the OmniVista 3600 Air | — —
Manager RTLS server.
<key> Configures key for service authorization. — —
<frequency> Configures the frequency at which packets are | — 5
sent to the RTLS server in seconds.
include-unassoc-sta When enabled, this option sends mobile unit — Disabled
reports to the OmniVista 3600 Air Manager
RTLS server for the client stations that are not
associated to any OAW-IAP (unassociated
stations).
no... Removes the specified configuration — —
parameter.

Usage Guidelines

Use this command to send the RFID tag information to OmniVista 3600 Air Manager RTLS. Specify the IP
address and port number of the OmniVista 3600 Air Manager server, to which the location reports must be
sent. You can also send reports of the unassociated clients to the RTLS server for tracking purposes.

Example

The following command enables OmniVista 3600 Air Manager RTLS:
(Instant AP) (config) # airwave-rtls ams-ip 192.0.2.3 3030 pass@1234 5 include-unassoc-sta

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0-3.3.0.0 Command introduced.
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Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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ale-report-interval

ale-report-interval <seconds>
no...

Description
This command configures the interval at which an OAW-IAP sends data to the ALE server.

Syntax
Parameter Description Range Default
ale-report-interval <seconds> | Configures an interval at which 6-60 30
the Virtual Controller can report seconds
the OAW-IAP and client details to
the ALE server.
no... Removes the specified — —
configuration parameter.

Usage Guidelines
Use this command to specify an interval for OAW-IAP and ALE server communication.

Example

The following example configures the ALE server details:
(Instant AP) (config)# ale-report-interval 60

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.3.1.1-4.0.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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ale-server

ale-server <server>
no...

Description

This command configures ALE server details for OAW-IAP integration with ALE.

Syntax

Parameter

ale-server <server>

Description

Allows you to specify the
FQDN or IP address of the
ALE server.

Range Default

no...

Removes the specified
configuration parameter.

Usage Guidelines

Use this command to enable an OAW-IAP for ALE support.

Example

The following example configures the ALE server details:
(Instant AP) (config)# ale-server AleServerl

Command History

Release

Modification

Alcatel-Lucent AOS-W Instant 6.3.1.1-4.0.0.0

Command introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

Configuration mode.
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alg

alg
sccp-disable
sip-disable
ua-disable
vocera-disable
no...

Description

This command allows you to modify the configuration settings for ALG protocols enabled on an OAW-IAP. An
application-level gateway consists of a security component that augments a firewall or NAT used in a network.

Syntax

Parameter Description Range Default

sccp-disable Disables the SCCP. — Enabled

sip-disable Disables the SIP for VOIP and other text and — Enabled
multimedia sessions.

ua-disable Disables the Alcatel-Lucent NOE protocol. — Enabled

vocera-disable Disables the VOCERA protocol. — Enabled

no... Removes the specified configuration — —
parameter.

Usage Guidelines

Use this command to functions such as SIP, Vocera, and Cisco Skinny protocols for ALG.

Example

The following example configures the ALG protocols:
(Instant AP) (config)# alg

(Instant AP) (ALG)# sccp-disable

(Instant AP) (ALG)# no sip-disable

(Instant AP) (ALG) # no ua-disable

(Instant AP) (ALG)# no vocera-disable

(Instant AP) (ALG)# end

(Instant AP)# commit apply

Command History

Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0
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Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and ALG configuration sub-mode.
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allow-new-aps

allow-new-aps
no...

Description

This command allows the new access points to join the OAW-IAP cluster.

Syntax
Parameter Description Range Default
allow-new-aps Allows new access points in | — —
the domain.
no Removes the specified — —
configuration parameter.

Usage Guidelines

Use this command to allow the new access points to join the OAW-IAP cluster. When this command is enabled,
only the licensed slave OAW-IAPs can join the cluster.

Example

The following command allows the new OAW-IAPs to join the cluster.
(Instant AP) (config)# allow-new-aps

Command History

Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0-3.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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allowed-ap

allowed-ap <MAC-address>
no...

Description
This command allows an OAW-IAP to join the OAW-IAP cluster.

Syntax

Parameter Description Range Default

allowed-ap <MAC-address> | Specifies the — —
MAC address of the
OAW-IAP that is allowed
to join the cluster.

no... Removes the specified — —
configuration parameter.

Usage Guidelines

Use this command to allow an OAW-IAP to join the cluster.

Example

The following command configures an allowed OAW-IAP:
(Instant AP) (config)# allowed-ap 01:23:45:67:89:AB

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0-3.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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a-max-clients

a-max-clients <ssid profile> <max-clients>

Description
This command configures the maximum number of clients allowed for an SSID profile on a 5 GHz radio
channel.
Syntax
Parameter Description Range Default
<ssid profile> Denotes the SSID profile for — —
which the maximum clients
limit is to be configured.
<max-clients> Denotes the maximum number | 1 to 255 —

of clients that can be
configured on the 5 GHz radio
channel of the OAW-IAP.

Usage Guidelines

Use this command to set the maximum number of clients allowed to connect to 5 GHz radio channels for a
specific SSID profile. This is a per-AP and per-Radio configuration.

Example

The following example configures the maximum number of clients for a 5 GHz radio channel:
(Instant AP)# a-max-clients testl 35

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.5.0.0- ssid_profile parameter added.
43.0.0

Alcatel-Lucent AOS-W Instant 6.4.4.4- Command introduced.

4.2.3.0

Command Information

OAW-IAP Platform Command Mode

All Platforms Privileged EXEC mode
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ams-backup-ip

ams-backup-ip <IP-address or domain name>
no...

Description
This command adds the IP address or domain name of the backup OmniVista 3600 Air Manager Management
server.
Syntax
Parameter Description Range Default

<IP-address or domain name> | Configures the IP — —
address or domain
name of the secondary
OmniVista 3600 Air
Manager Management
Server.

no... Removes the specified — —
configuration
parameter.

Usage Guidelines

Use this command to add the IP address or domain name of the backup OmniVista 3600 Air Manager
Management Server. The backup server provides connectivity when the OmniVista 3600 Air Manager primary
server is down. If the OAW-IAP cannot send data to the primary server, the Virtual Controller switches to the
backup server automatically.

Example

The following command configures an OmniVista 3600 Air Manager backup server.
(Instant AP) (config)# ams-backup-ip 192.0.2.1

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0-3.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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ams-identity

ams-identity <Name>

Description

This command uniquely identifies the group of OAW-IAPs managed or monitored by the OmniVista 3600 Air
Manager Management console. The name can be a location, vendor, department, or any other identifier.

Syntax

Parameter Description Range Default

ams-identity <Name> Configures a name that — —
uniquely identifies the
OAW-IAP on the OmniVista
3600 Air Manager
Management server. The
name defined for this
command will be displayed
under the Groups tab in
the OmniVista 3600 Air
Manager Ul.

Usage Guidelines

Use this command to assign an identity for the OAW-IAPs monitored or managed by the OmniVista 3600 Air
Manager Management Server.

Example

The following command configures an OmniVista 3600 Air Manager identifier:
(Instant AP) (config)# ams-identity alcatel

Command History

Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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ams-ip

ams—-ip <IP-address or domain name>
no...

Description

This command configures the IP address or domain name of the OmniVista 3600 Air Manager Management
console for an OAW-IAP.

Syntax

Parameter Description Range Default

<IP-address or domain name> | Configures the IP — —
address or domain
name of an OmniVista
3600 Air Manager
Management server for
an OAW-IAP.

Usage Guidelines

Use this command to configure the IP address or domain name of the AMS console for an OAW-IAP.

Example

The following command configures the OmniVista 3600 Air Manager Management Server.
(Instant AP) (config)# ams-ip 192.0.1.2

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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ams-key

ams-key <key>
no...

Description

This command assigns a shared key for service authorization.

Syntax

Parameter Description Range Default

<key> Authorizes the first Virtual — —
Controller to communicate
with the OmniVista 3600 Air
Manager server.

no... Removes the specified — —
configuration parameter.

Usage Guidelines

Use this command to assign a shared key for service authorization. This shared key is used for configuring the
first OAW-IAP in the OAW-IAP network.

Example

The following command configures the shared key for the OmniVista 3600 Air Manager management server.
(Instant AP) (config)# ams-key key@789

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0-3.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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apix

aplx {peapltls {tpm|user}}

no...

Description

[validate-server]

This command sets the 802.1X authentication type on the uplink ports of OAW-IAP.

Syntax
Parameter Description Range Default
peap Configures PEAP based — —
802.1X authentication type.
tls Configures TLS based — —
802.1X authentication type.
tpm Configures a factory- — —

installed TPM certificate for
OAW-IAP authentication.

validate-server

Validates the authentication
server credentials against
the CA certificate in the
OAW-IAP database.

no...

Removes the configuration.

Usage Guidelines

Use this command to configure 802.1X authentication on uplink ports of an OAW-IAP, so that the OAW-IAPs
can authenticate as 802.1X supplicant against the wired ports.

Command History

Release

Modification

Alcatel-Lucent AOS-W Instant 6.4.4.4-

4.2.3.0

Command introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

Configuration mode
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ap-frequent-scan

ap-frequent-scan <band>

Description

This command enables an OAW-IAP to search for a new environment, triggering the ARM profile to perform
frequent scanning of transmission signals in a short span of time. Once the frequent scanning is complete, the
ARM selects a valid channel of transmission.

Syntax
Parameter Description Range Default
band Sets a frequency band of the 2.4,5.0, all —
transmission signal during frequent
scanning.

NOTE: Client connection is impacted
for a few seconds when the frequent
scanning is in progress. The
connection is re-established after the
scanning is complete. Typically, a
frequent scanning session lasts for
less than 10 seconds.

Usage Guidelines

Execute this command to enable the OAW-IAP to perform frequent scanning of transmission signals, and to
select a valid channel for transmission.

The following checks must be performed before scanning;

m The DFS channels are skipped.
m  The OAW-IAP is on stand-alone mode.
m The client-aware parameter is disabled by executing the arm command.

Example

The following example triggers the ARM to perform frequent scanning on a 2.4 GHz frequency band radio

profile:
(Instant AP)# ap-frequent-scan 2.4

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.5.0.0- Command introduced.
4.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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ap-installation

ap-installation default|indoor|outdoor

Description

This command allows you to select the installation type you prefer for the OAW-IAP.

Syntax

Parameter

ap-installation

Description Default
Specify the type of installation (indoor | default default
or outdoor). The default parameter indoor

automatically selects an installation outdoor

mode based upon the OAW-IAP

model type

Usage Guidelines
Use this command to provision an outdoor OAW-IAP into an indoor OAW-IAP or vice versa. The OAW-IAP needs

to be rebooted for the configuration to take effect.

Example

The following example changes the installation type of the OAW-IAP from default to outdoor:
(Instant AP)# ap-installation outdoor

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.5.1.0- ‘ Command introduced.
43.1.0

Command Information

OAW-IAP Platform

Command Mode

All platforms

Privileged EXEC mode
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apix-peap-user

aplx-peap-user <aplxuser> <password>
no...

Description

This command configures the user name and password variables to set the OAW-IAP as a 802.1X supplicant to
authenticate against the wired ports.

Syntax

Parameter Description Range Default

<aplxuser> Configures the user name — —
variable for OAW-IAP to
authenticate against the
wired uplink ports with
802.1X authentication
enabled.

<password> Configures the password — —
variable for OAW-IAP to
authenticate against the
wired uplink ports with
802.1X authentication
enabled.

no... Removes the configuration. — —

Usage Guidelines

Use this command to configure and store the user name and password variables in OAW-IAP flash. This
configuration is required for OAW-IAP to authenticate as 802.1X supplicant against the wired ports that are
configured to use 802.1X protocols for authenticating clients.

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.4.4.4- Command introduced.
4230

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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ap2xx-prestandard-poe-detection

ap2xx-prestandard-poe-detection
no...

Description

This command enables pre-standard POE+ detector on OAW-AP200 Series, OAW-AP210 Series, OAW-AP 220
Series, OAW-AP270 Series OAW-IAPs.

Usage Guidelines

Configure this command on the OAW-IAP and then reload it when the switch is using pre-standard or Legacy
POE+.

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.5.3.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

OAW-1AP207 Privileged EXEC mode
OAW-IAP214/0AW-IAP215

OAW-IAP224/0AW-IAP225

OAW-IAP274/0AW-IAP275

OAW-IAP277
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apply

apply {cplogo-install| cplogo-uninstall| debug-command| delta-config}

Description

This command is used to save or apply the configuration settings on the OAW-IAP.

Syntax
Parameter Description
cplogo-install Installs the captive portal

logo on the OAW-IAP.

Range Default

cplogo-uninstall | Uninstalls the captive portal
logo on the OAW-IAP.

settings from the delta-
config command.

debug-command Applies the configuration — —
settings from the debug
command.

delta-config Applies the configuration — —

Usage Guidelines

Use this command to apply the current configuration settings on the OAW-IAP,

Example

The following example installs the captive portal logo on an OAW-IAP.
(Instant AP) (config)# apply cplogo-inistall http://cp.logo.com

The following example uninstalls the captive portal logo on an OAW-IAP.
(Instant AP) (config)# apply cplogo-inistall http://cp.logo.com

Command History

Release

Modification

Alcatel-Lucent AOS-W Instant 6.4.0.2-4.1.0.0

Command introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

Privileged EXEC mode.
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arm

arm
80mhz-support
a-channels <channel>
alr-time-fairness-mode {<default-access>| <fair-access>| <preferred-access>}
backoff-time <secs>
band-steering-mode {balance-bands|prefer-5ghz| force-5ghz| disable}
channel-quality-aware-arm-disable
channel-quality-threshold
channel-quality-wait-time
client-aware
client-match [bad-snr <snr> | [calc-interval <interval>| calc-threshold <thresh>| client-
thresh <thresh> | debug <level>| good-snr <snr> | holdtime <second> | key <key> | max-
adoption <adopt>| max-request <reg>| nb-matching <percentage> |report-interval <interval>|
restriction-timeout slb-mode <mode>|snr-thresh <snr>| sta-entry-age <age> | vbr-entry-age
<age>]
error-rate-threshold <percent>
error-rate-wait-time <secs>
free-channel-index <idx>
g-channels <channel>
ideal-coverage-index <idx>
max-tx-power
min-tx-power
scanning
spectrum-load-balancing [calc-interval <Seconds> |calc-threshold <threshold> | nb-matching
<Percentage>]
wide-bands {<none>| <all>| <2.4>]| <5>}
no...

Description

This command assigns an ARM profile for an OAW-IAP and configures ARM features such as band steering,
spectrum load balancing, airtime fairness mode, and access control features.

Syntax
Parameter Description Default
80mhz-support Enables the use of 80 MHz channelson | — —
OAW-IAPs with 5 GHz radios, which
support a VHT.

NOTE: Only the OAW-IAPs that support
802.11ac can be configured with 80
MHz channels.

a-channels <a-channel> Configures 5 GHz channels. — —
air-time-fairness-mode Allows equal access to all clients onthe | default- default-
(<default-access>| <fair-access>| | Wireless medium, regardless of client access,fair- access

type, capability, or operating system access
<preferred-access>} YPE, cap , .p g Sy !

and prevents the clients from preferred-

monopolizing resources. You can access

configure any of the following modes:
m default-access—To provide
access based on client requests.
When this mode is configured, the
per user and per SSID bandwidth
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Parameter

Description

limits are not enforced.

m fair-access—To allocate Airtime
evenly across all the clients.

m preferred-access—To seta
preference where 802.11n clients
are assigned more airtime than
802.11a or 802.11g. The 802.11a or
802.11g clients get more airtime
than 802.11b. The ratio is 16:4:1.

Range

Default

backoff-time <secs>

Configures the time when an OAW-IAP
backs off after requesting a new
channel or power.

10-3600

240

band-steering-mode
{<balance-bands>|
<prefer-5ghz>|
<force-5ghz>|
<disable>}

Assigns the dual-band capable clients
to the 5 GHz band on dual-band. It
reduces co-channel interference and
increases available bandwidth for dual-
band clients, because there are more
channels on the 5 GHz band than on
the 2.4 GHz band. You can configure
any of the following band-steering
modes:
m prefer-5ghz—To allow the OAW-
IAP to steer the client to 5 GHz band
(if the clientis 5 GHz capable).
However, the OAW-IAP allows the
client connection on the 2.4 GHz
band if the client persistently
attempts for 2.4 GHz association.
m force-5ghz—To enforce 5 GHz
band steering mode on the OAW-
IAPs, so that the 5 GHz capable
clients are allowed to use only the 5
GHz channels.
m balance-bands—To allow the
OAW-IAPs to balance the clients
across the two 2.4 GHz and 5 GHz
radio and to utilize the available
bandwidth.
m disable—To allow the clients to
select the bands.

balance-
bands,
prefer-5ghz,
force-5ghz,
disable

balance-
bands

channel-quality-aware-arm-disable

With this parameter, ARM ignores the
internally calculated channel quality
metric and initiates channel changes
based on thresholds defined in the
profile. ARM chooses the channel
based on the calculated interference
index value.

Disabled

channel-quality-threshold
<thresh>

Specifies the channel quality
percentage below which ARM initiates
a channel change.

0-100

70

channel-quality-wait-time <secs>

Specifies the time that the channel

quality is below the channel quality
threshold value to initiate a channel
change.

NOTE: If current channel quality is

1-3600

120
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Parameter

Description

below the specified channel quality
threshold for this wait time period, ARM
initiates a channel change.

Range

Default

client-aware

Enables the client aware feature. When
enabled, the OAW-IAP will not change
channels for the Access Points when
clients are active, except for high
priority events such as radar or
excessive noise. The client aware
feature must be enabled in most
deployments for a stable WLAN.

Enabled

client-match

Enables enable the client match
feature on OAW-IAPs. When the client
match feature is enabled on an OAW-
IAP, the OAW-IAP measures the RF
health of its associated clients. If the
client's RSSl is less than 18dB but has a
good RSSI with another OAW-IAP
having an RSSI of more than 30db or
atleast 10db more than its current RSSI,
the client will be moved to the OAW-IAP
with the higher RSSI for better
performance and client experience. In
the current release, the client match
feature is supported only within the
OAW-IAPs within the swarm.

bad-snr <snr>

The clients with an SNR value below the
threshold value will be moved to a
potential target OAW-IAP.

0-100

18

calc-interval<seconds>

Configures an interval at which client
match is calculated.

1-600 in
seconds

calc-threshold <threshold>

Configures a threshold that takes
acceptance client count difference
among all the channels of Client match
into account. When the client load on
an OAW-IAP reaches or exceeds the
threshold in comparison, client match
is enabled on that OAW-IAP.

1-255

client-thresh <thresh>

When the number of clients on a radio
exceeds the value, SLB algorithm will
be triggered.

0-255

30

debug <level>

Displays information required for
debugging client match issues.

0-4

0—none, 1—
error, 2—
information,
3—debug,
4—dump

1—error

good-snr <snr>

The OAW-IAPs with a RSSI higher than
the specified good-snr value will be
considered as a potential target OAW-
IAP.

0-100

30
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Parameter Description Range Default

holdtime <number> Configures the hold time for the next 1—1800 300
client match action on the same client.

key <key> Configures the client match key of an 1- VC key
OAW-IAP. 2147483646 generated
max-adoption <count> Configure a maximum number for 0-100 10

adopting clients.

max-request <count> Configures the maximum number of 0-100 10
requests for client match.

nb-matching <percentage> Configures a percentage value to be 20-100% 60%
considered in the same virtual RF
neighborhood of Client match.

report-interval <interval> Configures the report interval of VBR 0-3600 30
on each OAW-IAP.

restriction-timeout Configures the timeout interval during 1—255 10
which non-target OAW-IAP will not
respond to a specific client.

slb-mode <mode> Configures a balancing strategy for 1—3 1
client match. The applicable values are:
m 1—Channel-based
m 2—Radio-based
m 3—Channel and Radio based

snr-thresh <snr> The snr value of the Client RSSI must be | 0-100 10
higher than the current OAW-IAP for a
potential target OAW-IAP.

sta-entry-age <age> Denotes the aging time of stale STA — 1000
entries.

vbr-entry-age <age> Denotes the aging time for stable VBR 1-3600 300
entries

error-rate-threshold <percent> Configures the minimum percentage of | 0-100 70

errors in the channel that triggers a
channel change.

error-rate-wait-time <secs> Configures the time that the error rate 1-3600 90
has to be at least equal to the error
rate threshold to trigger a channel
change. The error rate must be equal
to or more than the error rate
threshold to trigger a channel change.
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Parameter

free-channel-index <idx>

Description

Checks the difference in threshold in
the channel interference index
between the new channel and the
existing channel. An OAW-IAP will only
move to a new channel if the new
channel has a lower interference index
value than the current channel. This
parameter specifies the required
difference between the two
interference index values before the
OAW-IAP moves to the new channel.
The lower this value, the more likely it
is that the OAW-IAP will move to the
new channel.

Range

Default

25

g-channels <g-channel>

Configures 2.4 GHz channels.

ideal-coverage-index

Specifies the ideal coverage index that
an OAW-IAP tries to achieve on its
channel. The denser the OAW-IAP
deployment, the lower this value should
be.

2-20

10

max-tx-power <power>

Sets the highest transmit power levels
for the OAW-IAP. If the maximum
transmission EIRP configured on an
OAW-IAP is not supported by the OAW-
IAP model, the value is reduced to the
highest supported power setting.
NOTE: Higher power level settings may
be constrained by local regulatory
requirements and OAW-IAP
capabilities.

0-127 dBm

127

min-tx-power <power>

Sets the minimum transmission power.
This indicates the minimum EIRP. If the
minimum transmission EIRP setting
configured on an OAW-IAP is not
supported by the OAW-IAP model, this
value is reduced to the highest
supported power setting.

0-127 dBm

scanning

Allows the OAW-IAPs to scan other
channels for RF Management and WIPS
enforcement.

Enabled

spectrum-load-balancing {<calc-
interval>|<calc-threshold>|<nb-
matching>}

wide-bands {<none>| <all>| <2.4>|
<5>}

Allows administrators to configure 40
MHz. channels in the 2.4 GHz and 5
GHz bands. 40 MHz channels are two
20 MHz adjacent channels that are
bonded together. The 40 MHz channels
double the frequency bandwidth
available for data transmission. For
high performance, enter 5 GHz. If the
OAW-IAP density is low, enter 2.4 GHz.

none, all, 2.4,
and5

5ghz

Revision 01 | February 2019

AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide




Parameter

Description

no...

Removes the current value for that — —
parameter and return it to its default
setting

Usage Guidelines

Use this command to configure ARM features on an OAW-IAP. ARM ensures low-latency roaming, consistently
high performance, and maximum client compatibility in a multi-channel environment. By ensuring the fair
distribution of available Wi-Fi bandwidth to mobile devices, ARM ensures that data, voice, and video
applications have sufficient network resources at all times. ARM allows mixed 802.11ac, a, b, g and n client
types to inter-operate at the highest performance levels.

Example

The following example configures an ARM profile:

(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant

AP) (config) # arm

AP) (ARM) #

AP) (ARM) #

80mhz-support

a-channels 44

min-tx-power 18

max-tx-power 127
band-steering-mode prefer-5ghz
air-time-fairness-mode fair-access
backoff-time 600

scanning

client-aware

client-match
error-rate-threshold 80
error-rate-wait-time 120
free-channel-index 75
ideal-coverage-index 7
channel-quality-threshold 50
channel-quality-wait-time 180
wide-bands 5

end

AP)# commit apply
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Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 m The key <key> parameter was introduced.

m The default values of the following parameters were
updated to stay aligned with the AOS-W default values:
min-tx-power

channel-quality-aware-arm-disable

Alcatel-Lucent AOS-W Instant 8.3.0.0 The following parameters were added:
backoff-time

error-rate-threshold
error-rate-wait-time
free-channel-index
ideal-coverage-index
channel-quality-aware-arm-disable
channel-quality-threshold
channel-quality-wait-time

Alcatel-Lucent AOS-W Instant 6.4.3.2-4.2.1.0 The restriction-timeout parameter was added to the
client-match command.

Alcatel-LucentAOS-W Instant 6.3.1.1-4.0.0.0 Command modified.

Alcatel-Lucent AOS-W Instant 6.2.1.0-3.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration and ARM configuration sub-mode.
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attack

attack
drop-bad-arp-enable
fix-dhcp-enable
no...
poison-check-enable

Description

This command enables firewall settings to protect the network against wired attacks, such as ARP attacks or
malformed DHCP packets, and notify the administrator when these attacks are detected.

Syntax

Parameter

drop-bad-arp-enable

Description

Enables the OAW-IAP to
block the bad ARP request.

Range Default

fix-dhcp-enable

Enables the OAW-IAP to fix
the malformed DHCP
packets.

poison-check-enable

Enables the OAW-IAP to
trigger an alert to the user
about the ARP poisoning
that may have been
caused by the rogue OAW-
IAPs. Enabling this
parameter triggers alerts
when a known client on the
OAW-IAP spoofs the base
MAC address of the OAW-
IAP.

no...

Removes the specified
configuration parameter.

Usage Guidelines

Use this command to block ARP attacks and to fix malformed DHCP packets.

Example

The following example configures firewall settings to protect the network from Wired attacks:

(Instant
(Instant
(Instant
(Instant
(Instant
(Instant

AP) (confiqg) #
AP) (ATTACK) #
AP) (ATTACK) #
AP) (ATTACK) #
AP) (ATTACK) #

attack
drop-bad-arp-enable
fix-dhcp-enable
poison-check-enable
end

AP)# commit apply
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Command History

Release Modification
Alcatel-LucentAOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration and Attack configuration sub-mode
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auth-failure-blacklist-time

auth-failure-blacklist-time <seconds>

Description
This command allows the OAW-IAPs to dynamically blacklist the clients when they exceed the authentication
failure threshold.

Syntax

Parameter Description Range Default

auth-failure-blacklist-time <seconds> | Configures the durationin — 3600
seconds for which the clients
that exceed the maximum
authentication failure threshold
are blacklisted.

Usage Guidelines

Use this command to dynamically blacklist the clients that exceed the authentication failure threshold
configured for a network profile.

Example

The following example blacklists the clients dynamically:
(Instant AP) (config)# auth-failure-blacklist-time 60

Command History

Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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auth-survivability cache-time-out

auth-survivability cache-time-out <time-out>

Description

This command configures an interval after which the authenticated credentials of the clients stored in the
cache expire. When the cache expires, the clients are required to authenticate again.

Syntax

Parameter Description Range Default

auth-survivability cache-time-out | Indicates the duration after which 1-99 hours 24 hours
the authenticated credentials in
the cache expire.

Usage Guidelines

Use this command when the authentication survivability is enabled on a network profile, to set a duration after
which the authentication credentials stored in the cache expires. To enable the authentication survivability
feature, use the auth-survivability in WLAN SSID profile sub-mode.

Example

(Instant AP) (config)# auth-survivability cache-time-out 60

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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banner

banner motd <motd text>
no...

Description

This command defines a text banner to be displayed at the login prompt when a user is on a Telnet or SSH
session of an OAW-IAP.

Syntax
Parameter Description Range Default
<motd text> Indicates the text message — —
that you define.
no... Removes the banner — —
configuration.

Usage Guidelines

The banner you define is displayed at the login prompt of the OAW-IAP. The banner is specific to the OAW-IAP
on which you configure it. The configured banner is displayed at the CLI login prompt of the OAW-IAP. AOS-W
Instant supports up to 16 lines text, and each line accepts a maximum of 255 characters including spaces.

Example

The following example configures a banner:

(Instant AP) (config)# banner motd "######welcome to login instant#########44"

(Instant AP) (config)# banner motd "####please start to input admin and password#########"
(Instant AP) (config)# banner motd "###Don't leak the password###"

(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Modification

Alcatel-Lucent AOS-W Instant 6.5.0.0- Command introduced.
4.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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blacklist-client

blacklist-client <MAC-address>
no...

Description
This command allows you to manually blacklist the clients by using MAC addresses of the clients.

Syntax
Parameter Description Range Default
blacklist-client <MAC-address> | Addsthe MAC address | — —
of the client to the
blacklist.
no... Removes the specified | — —
configuration
parameter.

Usage Guidelines

Use this command to blacklist the MAC addresses of clients.

Example

The following command blacklists an OAW-IAP client:
(Instant AP) (config)# blacklist-client 01:23:45:67:89:AB

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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blacklist-time

blacklist-time <seconds>

Description
This command sets the duration in seconds for which the clients can be blacklisted due to an ACL rule trigger.

Syntax

Parameter Description Range Default

blacklist-time <seconds> | Sets the durationinseconds for blacklisting | — 3600
clients due to an ACL rule trigger.

Usage Guidelines
Use this command to configure the duration in seconds for which the clients can be blacklisted when the
blacklisting rule is triggered.

Examples

The following command configures the duration for blacklisting clients:
(Instant AP) (config) # blacklist-time 30

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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ble

ble

config <token> <url>

mgmt-server <type>
mode <opmode>

Description

This command enables BLE beacon management by BMC and configures the BLE operation mode.

Syntax

Parameter

config

Description

Allows you to enable BLE beacon management by BMC.

Range

Default

<token>

Configures a text string of text string of 1-255 characters as the
BLE endpoint authorization token. The authorization token is
used by the BLE devices in the HTTPS header when
communicating with the BMC.

<url>

Configures the URL of the server to which the BLE monitoring
data is sent.

mgmt-server <type>

This parameter registers the WebSocket endpoint of a
management server for BLE data, such as the Meridian editor,
on the OAW-IAP. The WebSocket endpoint allows the
management server to receive messages from the BLE relay
process on the OAW-IAP.

NOTE: Only one endpoint configuration is supported at a given
time. A new endpoint configuration will overwrite the existing
configuration.

<https>

URL or IP address of the HTTPS endpoint. This parameter is
highly recommended for meridian load balance.

<ws>

URL of the WebSocket endpoint.

mode <opmode>

Configures the operation modes for the built-in BLE chip in the

OAW-IAP.

OAW-IAPs support the following BLE operation modes:
m Beaconing: The built-in BLE chip of the OAW-IAP functions
as an iBeacon combined with the beacon management
functionality.
m Disabled: The built-in BLE chip of the OAW-IAP is turned
off. BLE operation mode is set the Disabled by default.
= DynamicConsole: The built-in BLE chip of the OAW-IAP
functions in the beaconing mode and dynamically enables
access to OAW-IAP console over BLE when the link to the
LMS is lost. The dynamic console mode performs special
error checks when the OAW-IAP experiences connectivity
issues and decides if the BLE Console needs to be enabled.
m PersistentConsole: TThe built-in BLE chip of the OAW-IAP
provides access to the OAW-IAP console over BLE and also
operates in the Beaconing mode.

Beaconing
disabled
dynamic-
console
persistent-
console

Disabled
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HNOTE

Usage Guidelines

The BLE beacon management feature allows you to configure parameters for managing the BLE beacons from
the Alcatel-Lucent BLE devices connected to an OAW-IAP and establishing secure communication with the
BMC. You can also configure the BLE operation modes that determine the functions of the built-in BLE chip in
the OAW-IAP.

The BLE beacon management and BLE operation mode feature is supported only on OAW-1AP334/OAW-1AP335, OAW-
IAP314/0AW-IAP315, OAW-APAP-324/0AW-IAP325, OAW-IAP224/0AW-IAP225, and OAW-IAP214/OAW-IAP215, OAW-
IAP304/0AW-IAP305, OAW-IAP207, OAW-AP203R,0AW-AP303H, and OAW-AP365/0AW-AP367devices.

Example

The following example enables BLE beacon management:

(Instant AP) (config)# ble config

MmZ§YzkyNTZ1YzExODY2MjU30TBINTkyZjAOM]dmNj U60WVKN] d1Mj k3MDAXYZF] ZjA22TQ3Y2UxYWEXMMMwY TE=
https://edit.meridianapps.com/api/beacons/manage

(Instant AP) (config)# end

(Instant AP)# commit apply

The following example enables the beaconing BLE operation mode:

(Instant AP) (config)# ble mode beaconing
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 Enhancement made to the function of the Dynamic Console
mode.

Alcatel-Lucent AOS-W Instant 6.4.4.4- Command introduced.

423.0

Command Information

Platforms Command Mode

OAW-AP365/0AW-AP367 Configuration mode
OAW-AP303H
OAW-1AP304/0AW-IAP305
OAW-AP203R

OAW-IAP207
OAW-IAP334/OAW-IAP335
OAW-IAP314/0OAW-IAP315
OAW-APAP-324/0AW-IAP325
OAW-IAP214/0AW-IAP215
OAW-IAP224/0AW-IAP225
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calea

calea
encapsulation-type <gre>
gre-type <type>
ip <IP-address>
ip mtu <size>
no...
no calea

Description
This command creates a CALEA profile to enable OAW-IAPs for LI compliance and CALEA integration.

Syntax
Parameter Description Range Default
calea Enables calea configuration sub-mode | — —
for CALEA profile configuration.
encapsulation-type <gre> | Specifies the encapsulation type for GRE GRE
GRE packets.
gre-type Specifies GRE type. — 25944
ip <IP-address> Configures the IP address of the CALEA | — —
server on an OAW-IAP.
ip mtu <size> Configures the MTU size to use. 68—1500 1500
no... Disables the parameters configured — —
under the calea command.
no calea Removes the CALEA configuration — —

Usage Guidelines

Use this command to configure an OAW-IAP to support LI. LI allows the LEA to conduct an authorized
electronic surveillance. Depending on the country of operation, the service providers are required to support LI
in their respective networks.

In the United States, SPs are required to ensure LI compliance based on CALEA specifications. LI compliance in
the United States is specified by the CALEA.

For more information on configuring OAW-IAPs for CALEA integration, see Alcatel-Lucent AOS-W Instant User
Guide.

Example

The following example configures a CALEA profile:
(Instant AP) (config)# calea

(Instant AP) (calea)# ip 192.0.8.29

(Instant AP) (calea)# ip mtu 1500

(Instant AP) (calea)# encapsulation-type gre
(Instant AP) (calea)# gre-type 25944
(Instant AP) (calea)# end

(Instant AP)# commit apply
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Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.4.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and access rule configuration sub-mode.
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cellular-uplink-profile

cellular-uplink-profile <profile>
4g-usb-type <4G-usb-type>
modem-country <modem-country>
modem-isp <modem isp>
usb-auth-type <usb authentication type>
usb-dev <usb-dev>
usb-dial <usb-dial>
usb-init <usb-init>
usb-modeswitch <usb-modeswitch>
usb-passwd <usb-passwd>
usb-tty <usb-tty>
usb-type <usb-type>
usb-user <usb-user>
no...

no cellular-uplink-profile

Description

This command provisions the cellular (3G or 4G) uplink profiles on an OAW-IAP.

Syntax

Parameter Description Range Default

cellular-uplink-profile <profile> Configures a 3G or — —
4G cellular profile
for an OAW-IAP.

4g-usb-type <4G-usb-type> Indicates the ether-lIte, —
selection of a pantech-lte,
specific 4G modem pantech-auto,
driver operation. none

This parameter
represents different
dialling modes.
NOTE: This
parameter is used
only in modem
UML290 and
modem MC551Lin
an OAW-IAP.

modem-country <modem-country> Specifies the — —
country for the
deployment.

modem-isp <modem isp> Specifies the name - —
of the ISP to
connect.

usb-auth-type <usb_authentication type> | Specifies the PAP, CHAP PAP
authentication type
for USB.
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Parameter

usb-dev <usb-dev>

Description

Specifies the device
ID of the USB
modem.

Range

Default

usb-dial <usb-dial>

Specifies the
parameter to dial
the cell tower.

password for the

account associated
with the subscriber
of the selected ISP.

usb-init <usb-init> Specifies the — —
parameter name to
initialize the
modem.

usb-passwd <usb-passwd> Specifies the — —

usb-modeswitch <usb-modeswitch>

Specifies the
parameter used to
switch modem from
storage mode to
modem mode.

usb-type <usb-type>

Indicates the device

acm, airprime,

username of
subscriber of the
selected ISP.

driver required for hso, option,
the 3G or 4G pantech-3g,
modem. sierra-evdo,
sierra-
gsm,none,
ether-3g,
sierra-net,
option, sierra-
gobi, rndis-
uml295, rndis-
u770, huawei-
cdc, rndis-1800,
novatel-u620
usb-tty <usb-tty> Specifies the — —
modem tty port.
usb-user <usb-user> Specifies the — —

no...

Removes the
configuration
settings of
parameters under
the cellular-uplink-
profile command.

no cellular-uplink-profile

Removes the

cellular uplink
configuration
profile.

Revision 01 | February 2019

AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide




Usage Guidelines

Use this command to configure a cellular uplink profile on an OAW-IAP and modem parameters 3G or 4G
uplink provisioning. AOS-W Instant supports the use of 3G or 4G USB modems to provide Internet backhaul to
an AOS-W Instant network. The 3G or 4G USB modems can be used to extend client connectivity to places
where an Ethernet uplink cannot be configured. This enables the OAW-IAPs to automatically choose the
available network in a specific region.

Most modems using a 4G driver will automatically select the best available cellular network coverage based on
the RSSI value.

When UML290 runs in auto detect mode, the modem can switch from 4G network to 3G network or vice-versa based on
the signal strength. To configure the UML290 for the 3G network only, manually set the USB type to pantech-3g. To
NOTE configure the UML290 for the 4G network only, manually set the 4G USB type to pantech-Ite.

Example 1

The following example configures a cellular uplink profile:

(Instant AP) (config) # cellular-uplink-profile

(Instant AP) (cellular-uplink-profile)# usb-type sierra-net
(Instant AP) (cellular-uplink-profile)# usb-dev 0x0f3d68aa
(Instant AP) (cellular-uplink-profile)# usb-init 3,broadband
(Instant AP) (cellular-uplink-profile)# end

(Instant AP)# commit apply

Example 2

The following example configures a cellular uplink profile for UML295 Country US and ISP Pantech:
(Instant AP) (config) # cellular-uplink-profile

(Instant AP) (cellular-uplink-profile)# usb-type rndis-uml295

(Instant AP) (cellular-uplink-profile)# usb-dev 0x10a96064

(Instant AP) (cellular-uplink-profile)# usb-tty ttyACMO

(Instant AP) (cellular-uplink-profile)# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-LucentAOS-W Instant 6.5.0.0- Command modified.
4.3.0.0
Alcatel-Lucent AOS-W Instant 6.4.3.4- The pin-enable, pin-puk, and pin-renew parameters were
42.1.0 removed.
These parameters are available as commands in the privileged
Exec mode.
Alcatel-Lucent AOS-W Instant 6.4.3.1- The pin-enable, pin-puk, and pin-renew parameters were
4.2.0.0 added.
Alcatel-LucentAOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0
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Command Information

OAW-IAP Platform Command Mode
All platforms Configuration mode and cellular uplink profile configuration
sub-mode
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clarity

clarity
inline-auth-stats
inline-dhcp-stats
inline-dns-stats
inline-sta-stats
no...

Description

This command enables inline monitoring statistics for the OAW-IAP. The information is collected and forwarded
to OmniVista 3600 Air Manager to debug client connectivity issues.

Syntax

Parameter Description Range Default

inline-auth-stats Enables the client authentication statistics | — Disabled
on the OAW-IAP.

inline-dhcp-stats Enables the DHCP statistics on the OAW- — Disabled
IAP.

inline-dns-stats Enables the DNS statistics on the OAW- — Disabled
IAP.

inline-sta-stats Enables the station passive monitor — Disabled
statistics on the OAW-IAP.

no... Removes the configuration and returns — —
the values to its default setting

Usage Guidelines

Use this command to configure the OAW-IAP to generate authentication, dhcp, dns, and station passive
monitor statistics by using inline monitoring. These statistics are sent to OmniVista 3600 Air Manager to derive
conclusions on the client connectivity issues.

Example

The following example configures a clarity profile:
(Instant AP) (config)# clarity

(Instant AP) (clarity)# inline-auth-stats
(Instant AP) (clarity)# inline-dhcp-stats
(Instant AP) (clarity)# inline-dns-stats
(Instant AP) (clarity)# inline-sta-stats
(Instant AP) (clarity)# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.5.1.0-4.3.1.0 Command introduced.
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Command Information

OAW-IAP Platform Command Mode

All platforms Configuration and clarity configuration sub-mode.
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clear airgroup state statistics

clear airgroup state statistics

Description

This command removes the AirGroup statistics.

Usage Guidelines

Use this command to remove AirGroup details from the OAW-IAP database.

Example

The following command clears AirGroup statistics:
(Instant AP) (config)# clear airgroup state statistics

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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clear

clear
airgroup {blocked-queries|blocked-service-id}
ap-env-backup
ap-env-current
arp <ip>
captive-portal <logo>
cluster-security {connections|peers|stats}
core-file
datapath {session|session-all|statistics}
debug <ap>
trace {ipl|mac}

Description

This command clears various user-configured values from the running configuration on an OAW-IAP.

Syntax

Parameter Description Range Default

airgroup {blocked-queries|blocked-service-id} | Clears all — —
AirGroup blocked
queries and
service IDs.

ap-env-backup Clears all — —
information from
a backup AP.

ap <ip-address> Clears all OAW- — —
IAP related
information.

arp <ip-address> Clears all ARP — —
table information
for an OAW-IAP.

client <mac> Clears all — —
information
pertaining to an
OAW-IAP client.

datapath {session-all| statistics} Clears all — —

configuration
information and
statistics for
datapath
modules and
user sessions.

Usage Guidelines

Use the clear command to clear the current information stored in the running configuration of an OAW-IAP.
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Example
The following command clears all information related to an OAW-IAP:
(Instant AP)# clear ap 192.0.2.3

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.

3.3.0.0

Command Information

Command Mode

OAW-IAP Platform

All platforms Privileged EXEC mode
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clear-cert

clear-cert
airwaveca
aplx
aplxca
ca
clearpassca
cp
datatunnel
datatunnelca
default [clearpasscal
radsec
radsecca
server
ui

Description

This command clears client and server, customized CA certificates from the OAW-IAP database.

Syntax

Parameter Description Range Default

airwaveca Clears the — —
Airwave CA
certificate on the
OAW-IAP.

aplx Clears the user — —
certificate used
for TLS based
802.1x
authentication of
the OAW-IAP.

aplxca Clears CA — —
certificate used
for 802.1x
authentication of
the OAW-IAP
against its uplink
wired ports.

ca Clears the — —
CA certificates.

clearpassca Clears the — —
ClearPass Policy
Manager CA.

cp Clears the captive | — —
portal server
certificate.
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Parameter Description Range Default

default [clearpasscal] Clears all the — —
default ClearPass
Policy Manager
CA.

radsec Clears the RadSec | — —
server certificate.

radsecca Clears the RadSec | — —
CA certificate.

server Clears all server — —
certificates.
ui Clears the — —

WebUI certificate.

Usage Guidelines

Use this command to clear the certificates from the OAW-IAP database.

Example

The following command shows an example for clearing server certificates:

(Instant AP)# clear-cert server

Command History

Release Modification

Alcatel-LucentAOS-W Instant 8.4.0.0 The airewaveca, default, and clearpassca parameters were
introduced.

Alcatel-Lucent AOS-W Instant 6.5.2.0 The ui parameter was introduced.

Alcatel-Lucent AOS-W Instant 6.4.4.4- The ap1x and ap1xca parameters were introduced.

42.3.0

Alcatel-Lucent AOS-W Instant 6.4.3.1- The radsec and radsecca parameters were introduced.

4.2.0.0

Alcatel-Lucent AOS-W Instant 6.3.1.0- The cp parameter was introduced.

4.0.0.0

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.

3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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clock set

clock set <year> <month> <day> <hour> <min> <sec>

Description

This command sets the date and time on the OAW-IAP system clock.

Syntax
Parameter Description Range Default
<year> Sets the year. Requires all 4 Numeric —
digits.
<month> Sets the month. 1-12 —
<day> Sets the day. 1-31 —
<time> Sets the hour. Specify hours, Numeric —
minutes, and seconds
separated by spaces.
<hour> <min> <sec>

Usage Guidelines

You can configure the year, month, day, and time. Specify the time using a 24-hour clock with hours, minutes
and seconds separated by spaces.

Example

The following example sets the clock to 21 May 2013, 1:03:52 AM:
(Instant AP)# clock set 2013 5 21 1 3 52

Command History

Release

Description

Alcatel-Lucent AOS-W Instant 6.2.1.0-

3.3.0.0

Command introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

Privileged EXEC mode

Revision 01 | February 2019

AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



clear-dhcpoption82

clear-dhcpoption82 [xml]

Description

This command is used to delete the DHCP option 82 XML file from the OAW-IAP. This command must be
executed only from the master OAW-IAP. Further, this will be allowed only if the XML file is disabled from the
configure terminal.

Syntax

Parameter Description

xml This is used to specify thatthe | — —
DHCP Option82 XML file is
deleted from the OAW-IAP
flash.

The following command shows an example for clearing DHCP option 82:
(Instant AP)# clear-dhcpoption82 xml

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 Command introduced

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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cluster-security

cluster-security
allow-low-assurance-devices
disallow-non-dtls-slaves
dtls
no...

Description

This command enables cluster security in DTLS mode and also provides an option for users to allow or deny a
DTLS connection for low assurance OAW-IAPs.

Syntax

Parameter Description Range Default

allow-low-assurance-devices Enables DTLS connection for low — Allow
assurance OAW-IAPs.

disallow-non-dtls-slaves Blocks non-DTLS slave OAW-IAPs from — —
joining a DTLS enabled cluster.

dtls Enables cluster security on the OAW-IAP — Disabled
using DTLS and secures the control plane
messages between OAW-IAPs in the
cluster.

no... Removes the configuration and returns — —
the values to its default setting

Usage Guidelines

Use this command to configure cluster security using DTLS for securing control plane messages exchanged
between the OAW-IAPs in a cluster.

Example

The following example configures a cluster-security profile:
(Instant AP) (config)# cluster-security

(Instant AP) (cluster-security)# dtls

(Instant AP) (cluster-security)# end

(Instant AP)# commit apply

The following example configures DTLS connection for low assurance PKis:
(Instant AP) (config)# cluster-security

(Instant AP) (cluster-security)# allow-low-assurance-devices
(Instant AP) (cluster-security)# end

(Instant AP)# commit apply

The following example allows a non-DTLS slave OAW-IAP to join a DTLS enabled cluster:
(Instant AP) (config)# cluster-security

(Instant AP) (cluster-security)# no disallow-non-dtls-slaves

(Instant AP) (cluster-security)# end

(Instant AP)# commit apply

The following example prevents a non-DTLS slave OAW-IAP from joining a DTLS enabled cluster:

(Instant AP) (config)# cluster-security
(Instant AP) (cluster-security)# disallow-non-dtls-slaves
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(Instant AP) (cluster-security)# end
(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 The disallow-non-dtls-slaves parameter was introduced.

Alcatel-LucentAOS-W Instant 6.5.3.0 The allow-low-assurance-devices parameter was
introduced.

Alcatel-Lucent AOS-W Instant 6.5.1.0-4.3.1.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration and configuration sub-modes.
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cluster-security logging

cluster-security logging module <module name> log-level <level>

Description

This command allows you to set per module logging levels and retrieve the debugging logs on a one-time basis.

Syntax

Parameter Description Range Default

cluster-security logging | Allows you to change the per | — —
module logging level for
cluster security

module <module name> Allows you to set the peer —
following core modules for conn
debugging. mcap

m peer—The peer
module helps in logging
the connection initiation,
renegotiation, collision,
and active connection
updates.

m conn—The connection
module helps in logging
connection creation,
establishment, data
transfer, and
maintenance logs.

m mcap—The message
capture module logs the
messages received and
sent to the socket.

log-level <level> Allows you to set a log level. | debug —
Set the log-level to debug to | debug1
log only the control
messages.

Set the log level to debug1
to log both control and data
messages.

Usage Guidelines

Use this command to change the per module logging level of cluster security

Example

The following example creates a log for the peer module:
(Instant AP)# cluster-security logging module peer log-level-individual debugl
(Instant AP)# commit apply
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Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.5.1.0- Command introduced.
43.1.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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clock summer-time

clock summer-time <timezone> recurring <start-week> <start-day> <start-month> <start-hour>

<eweek> <eday> <emonth> <ehour>
no...

Description

This command configures daylight saving for the time zones that support DST.

Syntax

Parameter

clock summer-time <timezone>

Description

Configures DST.

Range

Timezones
that support
daylight
saving
configuration

Default

recurring

Indicates the recurrences.

<start-week>

Indicates the week from which the
daylight saving configuration is
effective.

<start-day>

Indicates the day from which the
daylight saving configuration applies.

<start-month>

Indicates the month from which the
daylight saving configuration applies.

<start-hour> Indicates the hour from which the 1-24 —
daylight saving configuration applies.

<eweek> Indicates the week in which the daylight | — —
saving configuration ends.

<eday> Indicates the day on which daylight — —
saving configuration ends.

<emonth> Indicates the month in which daylight — —
saving configuration ends.

<ehour> Indicates the hour at which daylight 1-24 —
saving configuration ends.

no... Removes the configuration — —

Usage Guidelines

Use this command to configure daylight saving for the timezones that support daylight saving. When enabled,

the DST ensures that the OAW-IAPs reflect the seasonal time changes in the region they serve.

Example

The following example configures daylight saving for a timezone:
(Instant AP) (config)# clock summer-time PST recurring 7 10 March 9PM 38 10 October 9PM

(Instant AP) (config)# end
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(Instant AP)# commit apply

Command History

Modification

Release

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.

3.3.0.0

Command Information

Command Mode

OAW-IAP Platform

All platforms Configuration mode
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clock timezone

clock timezone <name> <hour-offset> <minute-offset>
no...

Description

This command sets the timezone on an OAW-IAP.

Syntax
Parameter Description Range Default
clock timezone <name> | Configures the required timezone. All supported | —
timezones
<hour-offset> Specifies the hours offset from the UTC. — —
<minute-offset> Specifies the hours offset from the UTC. — —
no... Removes the timezone configuration. — —

Usage Guidelines

Use this command to set the timezone on an OAW-IAP.

Example

The following example configures the PST timezone:
(Instant AP) (config)# clock timezone PST -8 0
(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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commit

commit {apply

Description

[no-save] | revert}

This command allows you to commit configuration changes performed during a user session. You can also

revert the changes that are already committed.

Syntax

Parameter

apply

Description

Applies and saves the OAW-
IAP configuration changes.

Range Default

no-save

Applies the configuration
changes to the cluster, but
does not save the
configuration. To save the
configuration, run the write
memory or commit apply
command.

revert

Reverts the changes
committed to the current
configuration of an OAW-IAP.

Usage Guidelines

Each command processed by the Virtual Controller is applied on all the slave OAW-IAPs in a cluster. The
changes configured in a CLI session are saved in the CLI context. The CLI does not support the configuration
data exceeding the 4K buffer size in a CLI session: therefore, Alcatel-Lucent recommends that you configure
fewer changes at a time and apply the changes at regular intervals.

To apply and save the configuration changes, use the commit apply command. To apply the configuration
changes without saving the configuration, use the commit apply no-save command.

Example

The following command allows you to commit the configuration changes:
(Instant AP) # commit apply

The following command reverts the already committed changes.

Command History

Release Modification

4.0.0.0

Alcatel-LucentAOS-W Instant 6.3.1.1-

This command was modified.

3.3.0.0

Alcatel-Lucent AOS-W Instant 6.2.1.0-

Command introduced.
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Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode.
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configure terminal

configure terminal

Description

This command allows you to enter configuration commands.

Syntax

No parameters.

Usage Guidelines

Upon entering this command, the enable mode prompt changes to:

(Instant AP) (config)#
To return to EXEC mode, enter Ctrl-Z, end or exit.

Example

The following command allows you to enter configuration commands:
(Instant AP) # configure terminal

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.

3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode.
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console

console
enable
disable

no console

Description

This command enables console access to an OAW-IAP through the serial port.

Syntax
Parameter Description Range Default
console Allows you to enter the — —
console configuration mode.
enable Enables console access to — —
the OAW-IAP.
disable Disables console access to — —
the OAW-IAP.
no... Removes the console access | — —
settings.

Usage Guidelines

Use this command to enable or disable access to the OAW-IAP console and thus allow users to configure OAW-
IAP settings or debug system errors. By default, the console access to the OAW-IAP is enabled.

Example

The following example disables console access to the OAW-IAP:
(Instant AP) (config)# console

(Instant AP) (console)# disable

(Instant AP) (console)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.4.0.2- Command introduced.
4.1.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Console configuration sub mode
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content-filtering

content-filtering
no...

Description

This command enables content filtering feature. When content filtering is enabled on an SSID, all DNS requests
to non-corporate domains on this wireless network are sent to OpenDNS.

Syntax

Parameter Description Range Default

content-filtering | Enables contentfiltering. — —

no Removes the configuration. — —

Usage Guidelines

Use this command to enable content filter. With content filter feature enabled, you can:
m Prevent known malware hosts from accessing your wireless network.

m Improve employee productivity by limiting access to certain websites.

m  Reduce bandwidth consumption significantly.

You can enable content filtering on an SSID. When enabled, all DNS requests to non-corporate domains on this
SSID are sent to the open DNS server.

Example

The following example enables content filtering:
ac:a3:le:cd:7b:d6 (config) # content-filtering
ac:a3:le:cd:7b:d6 (config) # end
ac:a3:le:cd:7b:d6# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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convert-aos-ap

convert-aos—-ap <mode> <name>

Description

This command allows you to provision an OAW-IAP as a Campus AP or Remote AP in a switch-based network.

Syntax
Parameter Description Range Default
<mode> Provisions the OAW-IAP as remote AP or campus | RAP, CAP. —
AP in a switch-based network.
<name> Allows you to specify the IP address of the switch | — —
to which the Remote AP or Campus AP will be
connected.

Usage Guidelines

Before converting an OAW-IAP, ensure that both the OAW-IAP and switch are configured to operate in the
same regulatory domain. An OAW-IAP can be converted to a Campus AP and Remote AP only if the switch is
running AOS-W 6.1.4 or later versions.

For more information, see the Converting an OAW-IAP to a Remote AP and Campus AP topic in Alcatel-Lucent
AOS-W Instant User Guide.

Example

The following command allows you to convert an OAW-IAP to a remote AP:
(Instant AP)# convert-aos-ap RAP 192.0.2.5

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode.
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copy

copy
config tftp <ip-address> <filename>
core-file tftp <ip-address>
flash tftp <ip-address> <filename>
tftp <ip-address> <filename> {aplx {cal|cert} <password> format pem}| cpserver cert
<password> format {pl2|pem}| clearpassca | portal logo| radsec {cal|cert <password>} format
pem| system {lxca [format {der|pem}]|lxcert <passsword>[format {pl2|pem}]|config|flash} |
uiserver cert <password> format pem}

Description
This command copies files to and from the OAW-IAP.

Syntax

Parameter Description Range Default

config Copies a configuration — —
file to the TFTP server.

core-file Copies a core filetothe | — —
TFTP server.

flash Copies a file from flash | — —
to the TFTP server or to
flash from a TFTP
server.

tftp Copies files and — —
certificates to the OAW-
IAP database from a
TFTP server.

<ip-address> Copies files to the — —
specified TFTP server IP
address.

<filename> Indicates the name of — —
the file to be copied.

aplx {ca |cert} Copies user or — —
CA certificate required
for 802.1X
authentication of the
OAW-IAP.

cpserver Copies internal captive — —
cert <password> portal server certificate.

clearpassca Copies the ClearPass — —
Policy Manager
certificate from the
TFTP server to the
OAW-IAP.
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Parameter

uiserver cert <password>

Description Range Default

Copies the customized — —
WebUl server
certificate.

portal
logo

Copies customized logo | — —
for the internal captive
portal server.

radsec {ca | cert <password>

Copies RadSec server — _
or CA certificates.

system Copies the file to the — —
system partition.
1xca Copies the CA — —
certificate used for
802.1X authentication
from the TFTP server.
der Indicates the system — —
pem partition file extensions.
lxcert Copies the server — -
certificate used for
802.1X authentication
from the TFTP server.
<passsword> Indicates the password | — —
for certificate
authentication.
pl2 Indicates the certificate | — —
pem file extensions.

Usage Guidelines

Use this command to save backup copies of the configuration file to a TFTP server, or to load a certificate file
and customized logo from a TFTP server to the OAW-IAP database.

Example

The following example copies a configuration file to the TFTP server:
(Instant AP)# copy config tftp 10.0.0.1 filename.cfg

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0

The clearpassca parameter was introduced.

Alcatel-Lucent AOS-W Instant 6.5.2.0

Theuiserver parameter was introduced.

4230

Alcatel-Lucent AOS-W Instant 6.4.4.4-

The ap1x parameter was introduced.

Revision 01 | February 2019

AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



Release Modification

Alcatel-Lucent AOS-W Instant 6.4.3.1- | The radsec parameter was introduced.
4.2.0.0

Alcatel-Lucent AOS-W Instant 6.3.1.1- | The cpserver parameter was introduced.
4.0.0.0

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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custom_var

custom var <text>
no...
Description

This command is used to set the custom string length. The string length that is set will be valid until the OAW-
IAP is factory reset.

Syntax
Parameter Description Range Default
<text> Indicates the custom variable string. 1-32 —
no... Disables the custom string length that has — —
been set.
Example

The following example sets the custom string length:
(Instant AP)# custom var 12

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.5.4.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode.
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debug-rtis-logs

debug-rtls-logs

no...

Description

This command generates debugging logs for the RTLS tags.

Usage Guidelines

Use this command to generate debugging logs for the RTLS tags. The generated logs can be viewed by using
the show rtls-logs command.

Example

The following example disables the default provisioning SSID:
(Instant AP)# debug-rtls-logs

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 Command introduced

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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deny-inter-user-bridging
deny-inter-user-bridging

no...

Description

This command disables bridging traffic between two clients of an OAW-IAP on the same VLAN. Bridging traffic
between the clients will be sent to the upstream device to make the forwarding decision.

Syntax
Parameter Description Range Default
deny-inter-user-bridging | Prevents the inter-user — —
bridging.
no... Removes the — —

configuration.

Usage Guidelines

Use this command if you have security and traffic management policies defined for upstream devices.

Example

The following command disables inter-user bridging:
(Instant AP) (config)# deny-inter-user-bridging
(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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deny-local-routing

deny-local-routing
no...

Description

This command disables routing traffic between two clients of an OAW-IAP on different VLANs. Routing traffic
between the clients will be sent to the upstream device to make the forwarding decision.

Syntax
Parameter Description Range Default
deny-local-routing | Disables local routing of — —
traffic.
no... Removes the configuration. | — —

Usage Guidelines

Use this command to prevent the local routing of traffic if you have security and traffic management policies
defined for upstream devices.

Example

The following command disables local routing:
(Instant AP) (config)# deny-local-routing
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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device-id

device-id <device>

Description
This command assigns an ID for the OAW-IAP device.

Syntax
Parameter Description Default
device-id <device> Configures an ID for the OAW-IAP | — —
device.

Usage Guidelines

Use this command to configure a device identification.

Example

The following example configures a device ID:
(Instant AP) (config)# device-ID Devicel
(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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dhcp

dhcp
option82-xml <string>
no...

Description
This command is used to configure the DHCP option 82 parameters present in the XML file into the datapath.

Syntax

Parameter Description Range Default

option82-xml <mydhcpoption82.xml> Indicates the XML file from — —
which DHCP option 82
needs to be configured.

no... Removes the DHCP option — —
82 XML based configuration.

Example

The following command configures DPI support:
(Instant AP) (config)# dhcp option82-xml file
(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 Command introduced

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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disable-local-management-when-remotely-managed

disable-local-management-when-remotely-managed

Description

This command disables access to the WebUI, SSH, and telnet access temporarily for the OAW-IAP when it is
remotely managed by Central???.

Example

The following example disables the WebUI, SSH, and telnet access for the OAW-IAP when it is remotely

managed:
(Instant AP)# disable-local-management-when-remotely-managed

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 Command introduced

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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disable-prov-ssid

disable-prov-ssid

no...

Description

This command disables the default provisioning SSID enabled in the OAW-IAP factory default settings.

Usage Guidelines

The default provisioning SSID is used during the initial configuration of the OAW-IAP if the automatic
provisioning of the OAW-IAP fails and if OmniVista 3600 Air Manager is not reachable.

Example

The following example disables the default provisioning SSID:
(Instant AP)# disable-prov-ssid

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0-3.3.0.0 | Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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disconnect-user

disconnect-user {<addr>|all|mac <mac>| network <name>}

Description

This command disconnects the clients from an OAW-IAP.

Syntax
Parameter Description Range Default
<addr> Allows you to disconnect a client by specifying | — —
the IP address of the client.
all Disconnects all users associated with anOAW- | — —
IAP.
mac <mac> Allows you to disconnect a client by specifying | — —
the MAC address of the client.
network <name> Allows you to disconnect the clients connected | — —
to a specific network.
Example

The following example disconnects all clients associated with an OAW-IAP:

(Instant AP)# disconnect-user

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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dot11a-radio-disable

dot-lla-radio-disable
no...

Description

This command disables the 5 GHz or 802.11a radio profile for an OAW-IAP. Disabling the radio profile using
this command will not delete the SSID profiles.

Syntax

Parameter Description Range Default

dotlla-radio-disable Disables the 5 GHz or 802.11a radio profile — —

no... Removes the radio profile from the disabled — —
mode.

Usage Guidelines
Use this command to disable a 5 GHz radio profile on an OAW-IAP.

Example

The following example disables the 5 GHz radio profile:
(Instant AP)# dotlla-radio-disable

Command History

Release Modification

Alcatel-LucentAOS-W Instant 6.2.1.0-3.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode.
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dot11g-radio-disable

dot-1llg-radio-disable
no...

Description

This command disables the 2.4 GHz or 802.11g radio profile for an OAW-IAP. Disabling the radio profile using
this command will not delete the SSID profiles.

Syntax

Parameter Description Range Default

dotllg-radio-disable Disables the 2.4 GHz or 802.11g radio profile | — —

no... Removes the radio profile from the disabled — —
mode.

Usage Guidelines
Use this command to disable a 2.4 GHz radio profile on an OAW-IAP.

Example

The following example disables the 2.4 GHz radio profile:
(Instant AP)# dotllg-radio-disable

Command History

Release Modification

Alcatel-LucentAOS-W Instant 6.2.1.0-3.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode.
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download-cert

download-cert
aplx <url> format pem [psk <psk>]
aplxca <url> format pem
ca <url> format {der|pem}
clearpassca <url> format pem
cp <url> format pem [psk <psk>]
radsec <url> format pem [psk <psk>]
radsecca <url> format pem [psk <psk>]
server <url> format pem [psk <psk>]
uil <url> format pem [psk <psk>]

Description

This command allows you to download the authentication, captive portal and RadSec server certificates, and
CA certificates from an FTP or TFTP server, or through an HTTP URL.

Syntax
Parameter Description Range Default
aplx Downloads user certificate for — —
TLS based 802.1X authentication of
the OAW-IAP.
aplxca Downloads CA certificates. — —
ca Downloads CA certificates for — —

validating the identity of the client.

clearpassca <url> format pem | Downloads the customized — —
ClearPass Policy Manager CA.

cp Downloads captive portal server — —
certificates for validating the identity
of the internal captive portal server
identity to the client.

radsec Downloads RadSec certificates for — —
mutual authentication between the
OAW-IAP and the client.

radsecca Downloads RadSec CA certificates — —
for authentication between the OAW-
IAP and the client.

server Downloads authentication server — —
certificates for validating the identity
of the server to the client.

ui Downloads the WebUI certificates. — —

<url> Allows you to specify the FTP, TFTP, — —
or HTTP URL.
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Parameter Description Range Default

format Allows you to specify the certificate - -
format. The following types of
certificate formats are supported:
m CA certificate—PEM or DER
format
m Authentication server—PEM
format with PSK
m Captive portal certificate—PEM
format with PSK
m RadSec—PEM format with PSK

psk <psk> Allows you to specify the passphrase | — —
for server, captive portal, and RadSec
certificates.

Usage Guidelines

Use this command to download certificates.

Example

The following command shows an example for downloading CA client certificates:
(Instant AP)# download-cert ca ftp://192.0.2.7

Command History

Release Modification

Alcatel-LucentAOS-W Instant 8.4.0.0 The clearpassca parameter was introduced.
Alcatel-LucentAOS-W Instant 6.5.2.0 The ui parameter was introduced.

Alcatel-Lucent AOS-W Instant 6.4.4.4-4.2.3.0 The ap1x and ap1xca parameters were introduced.
Alcatel-LucentAOS-W Instant 6.4.3.1-4.2.0.0 The radsec and radsecca parameters were introduced.
Alcatel-Lucent AOS-W Instant 6.3.1.1-4.0.0.0 The cp parameter was introduced.

Alcatel-Lucent AOS-W Instant 6.2.1.0-3.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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download-dhcpopt82

download-dhcpopt82
xml <url>

Description
This command allows you to download the XML file using HTTP, FTP or TFTP URL.

Syntax

Parameter Description Default

xml <url> Allows you to specify the FTP, TFTP, or HTTP URL | — —
of the XML file. For example, if the URL is in HTTP
format, the XML file's URL will be addressed as
http://<ip address>/filename.xml.

Usage Guidelines

Use this command to download the DHCP option 82 XML file in the mydhcpopt82.xml format regardless of
what name is given to the XML file. The OAW-IAP validates if the XML file is in correct format and load it into
OAW-IAP flash. If the validation fails, the error type is displayed in the output of the show dhcp opt82 xml-
config.

The maximum size limit of the XML buffer is 1 KB. The XML buffer will be filled from the downloaded XML file
omitting any whitespace characters in the file. This command must be executed only from master OAW-IAP.

Example

The following command shows an example for downloading DHCP option 82:
(Instant AP)# download-dhcpopt82 xml http://10.20.52.131/googledhcp.xml

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 Command introduced

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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dpi
dpi

Description

This command enables visualization of traffic from wired and wireless clients associated with an OAW-IAP.

Syntax
Parameter Description Range Default
dpi Enables AppRF feature. — —
no... Removes the configuration. — —

Usage Guidelines

Use this command to enable AppRF visibility for wired and wireless clients associated with an OAW-IAP. AppRF
supports an application and web-filtering service that allows creating firewall policies based on types of
application. AppRF includes the following capabilities:

m Access control, QoS, and bandwidth contract rules based on application and application categories.
m Content filters based on web categories and reputation scores (security ratings).

For more information access rule configuration and web-filtering options, see the Alcatel-Lucent AOS-W Instant
User Guide and the wlan access-rule command page.

Example

The following command configures DPI support:
(Instant AP) (config)# dpi

(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.5.0.0- Command modified.
4.3.0.0

Alcatel-Lucent AOS-W Instant 6.4.0.2- Command introduced.
4.1.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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dpi-error-page-url

dpi-error-page-url <idx> <url>
no...

Description

This command allows you to create a custom list of URLs to which users can be redirected when they access a
blocked website.

Syntax
Parameter Description Range Default
<idx> Index number of the URL. — —
<url> URL of the website. — —
no... Removes the configuration. — —

Usage Guidelines

Use this command to create a custom list of URLs. The URLs configured by this command are used for defining
an access rule (using the wlan access-rule <rule> dpi-error-page-url command) to redirect users to a
specific URL when they access a blocked website.

Example

The following example shows how to add a URL:

(Instant AP) (config)# dpi-error-page-url 0 http://www.NoExample.com
(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.4.3.1- Command introduced.
4.2.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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dual-5GHz-mode

dual-5GHz-mode {<enable><disable>}

Description
This command is used to configures dual 5 GHz mode on OAW-AP-344/0AW-AP-345 access points.

Syntax

Parameter Description Range

<enable> Enables dual 5 GHz mode on the AP. Both —
Radio 0 and Radio 1 use dot11a-radio-
profile configuration settings under this
configuration and run 5 GHz on both Radio
0 and Radio 1.

<disable> Disabled dual 5 GHz mode. In this mode, —
Radio 0 is in 5 GHz mode and Radio 1 is in
2.4 GHz mode.

Usage Guidelines

You can configure the dual 5 GHz mode using this command. Dual 5 GHz mode enables both radio channels
on the OAW-IAP to run 5 GHz band.

Example

The following example enables dual 5 GHz mode:
345#c8:b5:ad:c3:af:a0# dual-5GHz-mode enable
345#c8:b5:ad:c3:af:a0# show ap-env
Antenna Type:Internal

Need USB field:Yes
name:345#c8:b5:ad:c3:af:al

radio0 channel:165

radio0 power 10x:15.0

standalone mode:1

iap master:1

uap controller less:1

iap rf zone:33

dual 5g mode:enable

345#c8:b5:ad:c3:af:a0#

Command History

Release Description

Alcatel-Lucent AOS-W Instant 8.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

OAW-AP-344/0AW-AP-345 Privileged EXEC mode.
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dynamic-cpu-mgmt

dynamic-cpu-mgmt {auto| disable| enable}

Description

This command enables or disables the dynamic CPU management feature, to manage resources across
different functions performed by an OAW-IAP.

Syntax

Parameter

auto

Description

Configures the OAW-IAP to
automatically enable or disable
CPU management feature
during run-time. When
configured, the OAW-IAP
determines the need for
enabling or disabling CPU
management, based on the
real-time load calculations
taking into account all different
functions that the CPU needs to
perform.

The auto option is the default
and recommended setting.

Range Default

disable

Disables CPU management on
all OAW-IAPs, typically for small
networks. This setting protects
the user experience.

enable

Enables the CPU management
feature. When configured, the
client and network
management functions are
protected. This setting helps in
large networks with a high
client density.

Usage Guidelines

Use this command to enable or disable resource management across different functions performed by an

OAW-IAP.

Example

The following example enables the automatic enabling or disabling of CPU management:

(Instant AP) (config)# dynamic-cpu-mgmt auto

(Instant AP) (config)# end
(Instant AP)# commit apply
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Command History

Release Modification

Alcatel- Command introduced.
Lucent
AOS-W
Instant
6.2.1.0-
3.4.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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dynamic-dns

dynamic-dns {<dns_action> <dns_ server> <dns domain> <dns_hostname> <dns host>} [key <algo-
name:keyname:keystring>]

Description

This command makes a one time dynamic update of the DNS records of the OAW-IAP and its clients after the
user has manually configured the dns values.

Syntax

Parameter Description Example

dynamic-dns Updates the —
DNS records of the
OAW-IAP and its

clients dynamically
onthe DNS server.

<dns action> Allows youtoaddor | —
N delete the

DNS record from
the DNS server.

<dns_server> Denotes the 10.17.132.85
IP address of the
DNS server.

<dns_domain> Denotes the domain | test.dns
name of the client
that is updated on
the DNS server.

<dns_hostname> Denotes the host-anand
hostname of the
client or OAW-IAP
that is updated on
the DNS server.

<dns host> Denotes the 10.17.132.85
N IP address of the
OAW-IAP or the
client.

key <algo-name:keyname:keystring> | Configures a hmac-sha1:arubaddns:
TSIG shared secret 16YuLPdH21rQ6PuK9udsVLtjw3Y=
key to secure the
dynamic updates.
The following
algorithm names
are supported:
m hmac-md5
(used by default
if algo-name is
not specified)
m hmac-sha1
m hmac-sha256
NOTE: When a key
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Parameter Description Example

is configured, the
update is successful
only if OAW-IAP and
DNS server clocks
are in sync.

Usage Guidelines

Use this command to perform a one time dynamic update of the DNS records.

Example

The following example manually adds the SOA record:

(Instant AP)# dynamic-dns add 10.1.1.23 test.dns host-anand 10.3.2.11 key hmac-
shal:arubaddns:16YuLPdH21rQ6PuKOudsVLtJIw3Y=
(Instant AP)# commit apply

The following example manually deletes the SOA record.

(Instant AP)# dynamic-dns delete 10.17.132.7 test.ddns host-anand 10.17.132.85 key hmac-
shal:arubaddns:16YuLPdH21rQ6PuK9udsVLtIJw3Y=
(Instant AP)# commit apply

The colon (:) functions as an input separator in the shared secret key entry.

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.4.4.4- Command introduced.
4230

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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dynamic-dns-ap

dynamic-dns-ap [key <algo-name:keyname:keystring>] [server <ddns_server>]

Description
This command enables the OAW-IAP and clients to dynamically update the DNS server.

Syntax

Parameter Description Example

dynamic-dns-ap Updates the DNS records of | —
the OAW-IAP and its clients
dynamically on the

DNS server.

key <algo-name:keyname:keystring> | Configures a TSIG shared hmac-sha1:ddns-key:
secret key to secure the asdafsdfasdfsgdsgs=
dynamic updates.
The following algorithm
names are supported:
m hmac-md5 (used by
default if algo-name is
not specified)
m hmac-sha1
m hmac-sha256
NOTE: When a key is
configured, the update is
successful only if OAW-IAP
and DNS server clocks are in
sync.

server <ddns server> Denotes the IP address of 10.17.132.85
the DNS server.

Usage Guidelines

Dynamic DNS configuration is allowed only on Master OAW-IAPs.

Example

The following example enables the dynamic dns feature:

(Instant AP) (config)# dynamic-dns-ap

(Instant AP) (config)# dynamic-dns-ap key hmac-shal:arubaddns:16YuLPdH21rQ6PuK9udsVLtJw3Y=
(Instant AP) (config)# dynamic-dns-ap server 10.1.1.23

(Instant AP) (config)# end

(Instant AP)# commit apply

E The colon (:) functions as an input separator in the shared secret key entry.
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Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.4.4.4- Command introduced.
4230

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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dynamic-dns-interval

dynamic-dns-interval <ddns_interval>

Description
This command configures a time interval at which the DNS updates are synced to the server.

Syntax

Parameter Description Range Default

dynamic-dns-interval <ddns_ interval> | Configures the time — —
interval (in seconds) at
which the DNS updates
are synced to the server.
The default value is 12
hours.

Usage Guidelines
Use this command to set a time interval during which the DNS are periodically updated on the server.

Example

The following example configures a DDNS time interval:
(Instant AP) (config)# dynamic-dns-interval 900
(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.4.4.4- Command introduced.
4.2.3.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode

Revision 01 | February 2019 AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



dynamic-radius-proxy

dynamic-radius-proxy
no...

Description
This command enables the use of |IP Address of the Virtual Controller for communication with external RADIUS
servers.
Syntax
Parameter Description Range Default

dynamic-radius-proxy | Enables dynamic RADIUS proxy — —
feature to allow the Virtual
Controller network to use the

IP address of the Virtual Controller
when communicating with the
external RADIUS servers.

no... Removes the configuration. — —

Usage Guidelines

Ensure that you set the Virtual Controller IP address as a NAS client in the RADIUS server when Dynamic
RADIUS proxy is enabled.

Example

The following example enables the dynamic RADIUS proxy feature:
(Instant AP) (config)# dynamic-radius-proxy

(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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dynamic-tacacs-proxy

dynamic-tacacs-proxy
no...

Description

This command enables the Virtual Controller network to use the IP Address of the Virtual Controller for
communication with external TACACS servers.

Syntax

Parameter Description Range Default

dynamic-tacacs-proxy | Allows the Virtual Controller — —
network to use the IP address of
the Virtual Controller when
communicating with the external
TACACS servers.

NOTE: When dynamic-tacacs-
proxy is enabled on the OAW-IAP,
the TACACS server cannot identify
the slave OAW-IAP that generates
the TACACS traffic as the source
IP address is changed.

no... Removes the configuration. — —

Usage Guidelines

Use this command to enable the Virtual Controller to channel all TACACS related traffic from the slave OAW-
IAPs to the external TACACS server.

Example

The following example enables the dynamic TACACS proxy feature:
(Instant AP) (config)# dynamic-tacacs-proxy

(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.4.3.4- Command introduced.
42.1.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet-vian

enet-vlan <vlan-ID>
no...

Description

This command configures a VLAN for Ethernet connections.

Syntax
Parameter Description Range Default
enet-vlan <vlan-ID> Configures VLAN for the upstream switch to 0-4093 1
which the OAW-IAP is connected.
no... Removes the configuration. — —

Usage Guidelines

Use this command to configure VLAN settings for upstream switch to which the OAW-IAP is connected. By
default, the value is set to 1. The VLAN setting configured by this command is used for restricting the OAW-IAP
from sending out tagged frames to clients connected on the SSID that has the same VLAN as the native VLAN
of the upstream switch, to which the OAW-IAP is connected.

Example

The following example configures a non-default VLAN value for the Ethernet ports:

(Instant AP) (config)# enet-vlan 200
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.00

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet0-bridging

enetO-bridging

Description

This command allows you to use all ports on the OAW-IAPs as downlink ports.

Usage Guidelines

Use this command for OAW-IAP models that have only one Ethernet port enabled. When Ethernet 0 bridging is
configured, ensure that the uplink for each OAW-IAP is mesh link, Wi-Fi, or 3G or 4G.

Example

The following command enables Ethernet 0 bridging:
(Instant AP)# enetO-bridging

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.00

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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enetO-port-profile

enetO-port-profile <profile>

Description
This command assigns a wired profile to the ENET O port on an OAW-IAP,

Syntax

Parameter Description Default

enetO-port-profile <profile> | Assigns a wired profile to — —
the ENET 0 interface port.

Usage Guidelines
Use this command to assign a wired profile to the ENET 0 port to activate the wired profile.

Example

The following command assigns a wired profile to the ENET O port:

(Instant AP) (config)# enetO-port-profile <name>
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet1-port-profile

enetl-port-profile <profile>

Description
This command assigns a wired profile to the ENET 1 port on an OAW-IAP.

Syntax

Parameter Description Default

enetl-port-profile <profile> | Assigns a wired profile to — —
the ENET 1 interface port.

Usage Guidelines
Use this command to assign a wired profile to the ENET 1 port to activate the wired profile.

Example

The following command assigns a wired profile to the ENET 1 port:

(Instant AP) (config)# enetl-port-profile <name>
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet2-port-profile

enet2-port-profile <profile>

Description
This command assigns a wired profile to the Ethernet 2 port on an OAW-IAP,

Syntax

Parameter Description Default

enet2-port-profile <profile> | Assigns a wired profile to — —
the Ethernet 2 interface
port.

Usage Guidelines
Use this command to assign a wired profile to the Ethernet 2 port to activate the wired profile.

Example

The following command assigns a wired profile to the Ethernet 2 port:
(Instant AP) (config)# enet2-port-profile <name>

(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet3-port-profile

enet3-port-profile <profile>

Description
This command assigns a wired profile to the Ethernet 3 port on an OAW-IAP,

Syntax

Parameter Description Default

enet3-port-profile <profile> | Assigns a wired profile to — —
the Ethernet 3 interface
port.

Usage Guidelines
Use this command to assign a wired profile to the Ethernet 3 port to activate the wired profile.

Example

The following command assigns a wired profile to the Ethernet 3 port:
(Instant AP) (config)# enet3-port-profile <name>

(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enet4-port-profile

enetd4-port-profile <profile>

Description
This command assigns a wired profile to the Ethernet 4 port on an OAW-IAP,

Syntax

Parameter Description Default

enetd4-port-profile <profile> | Assigns a wired profile to — —
the Ethernet 4 interface
port.

Usage Guidelines
Use this command to assign a wired profile to the Ethernet 4 port to activate the wired profile.

Example

The following command assigns a wired profile to the Ethernet 4 port:
(Instant AP) (config)# enetd-port-profile <name>

(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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enhanced-mesh-role-detect

enhanced-mesh-role-detect
no...

Description

This command enables mesh role detection on an OAW-IAP.

Syntax

Parameter Description Default

no... Removes the enhanced mesh | — —
role detection configuration.

Usage Guidelines
Use this command to enhance mesh role detection during OAW-IAP boot up and OAW-IAP running time.

Example

The following example enables the configuration of extended SSIDs:
(Instant AP) (config)# enhanced-mesh-role-detect

(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0 Command introduced

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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extended-ssid

extended-ssid
no...

Description

This command enables the configuration of additional WLAN SSIDs. Extended SSID is enabled by default in the
factory default settings of OAW-IAPs. Disabling the extended ssid option in the factory default mode will not

take effect.
Syntax
Parameter Description Range Default
extended-ssid Enables the users to configure — —
additional SSIDs.
no... Removes the configuration. — —

Usage Guidelines

Use this command to create additional SSIDs. By default, you can create up to six WLAN SSIDs. With the
Extended SSID option enabled, you can create up to 16 WLANs. However, if more than 16 SSIDs are assigned
to a zone, you will receive an error message when you disable extended zone.

Example

The following example enables the configuration of extended SSIDs:
(Instant AP) (config)# extended-ssid

(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.5.0.0- This command was modified.
4.3.0.0

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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facebook

facebook <id> <secret>

Description
This command saves the Facebook ID and secrete text that are generated after registering an OAW-IAP with
Facebook.
Syntax
Parameter Description Range Default
<id> Indicates the ID generated after an OAW-IAP is — —
successfully registered with Facebook.
<secret> Indicates the secret key that is returned after a — —
successful registration of an OAW-IAP with Facebook.

Usage Guidelines

Use this command to verify the ID and secret text generated after the successful integration of an OAW-IAP
with Facebook.

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.4.2.0- Command introduced.
41.1.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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factory-ssid-enable

factory-ssid-enable

Description
This command resets the OAW-IAP to use the factory configuration.

Syntax

Parameter Description Default

factory-ssid-enable Enables factory SSID — —
configuration.

Usage Guidelines
Use this command to reset an OAW-IAP to use the factory default SSID.

Example

The following example enables factory default configuration:

(Instant AP) (config)# factory-ssid-enable
(Instant AP) (config)# end
(Instant AP)# commit apply

Command History

Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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firewall

firewall
disable-auto-topology-rules
no...

Description

This command allows control over the ACEs that are automatically programmed due to expansion of the ACLs.

Syntax
Parameter Description Range Default
firewall Opens the firewall — —
configuration mode.
disable-auto-topology-rules Disables the default auto — —
topology rule that is
created for predefined
ACLs and WLAN Access
Rules.
no... Removes the specified — —
configuration parameter.

Usage Guidelines

Use this command to remove the default auto topology rules created for predefined ACLs and WLAN Access
Rules. When disable-auto-topology-rules is configured on the OAW-IAP and the Inbound Firewall rule is set
using the AOS-W Instant Ul, the user rules take precedence over the guest VLAN ACL expansion and overrides
the auto-expanded rules. However, the corporate and local VLAN expansions will continue to take precedence
over the user rules.

Example

The following example disables the default auto topology rules on an OAW-IAP:
(Instant AP) (config)# firewall

(Instant AP) (firewall)# disable-auto-topology-rules

(Instant AP) (firewall)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-LucentAOS-W Instant 6.4.4.6- Command introduced.
4.2.4.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and firewall sub-mode.
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firewall-external-enforcement

firewall-external-enforcement pan
disable
domain-name <name>
enable
ip <address>
port <port>
user <name> <password>
no...

Description

This command configures external firewall details such as PAN firewall to enable integration with the OAW-IAP.

Syntax
Parameter Description Range Default
firewall-external-enforcement pan | PAN firewall configuration — —
sub-mode.
disable Disables PAN firewall. — —
enable Enables PAN firewall. — —

ip <address>

Configures PAN firewall IP

address on the OAW-IAP

Configures a port for the 1—65535 443

PAN firewall.

port <port>

user <name> <password> Configures administrator — —
user credentials of PAN

firewall on an OAW-IAP.

domain-name <name> Configures a static domain — —
name to be prefixed with the
client user id sent to the

PAN firewall.

no... Removes the specified — —
configuration parameter.

Usage Guidelines

Use this command to enable external firewall integration with an OAW-IAP. In AOS-W Instant 6.3.1.1-4.0.0.0
release, OAW-IAPs can be integrated with external firewall such as PAN firewall. The PAN firewall is based on
user ID, which provides many methods for connecting to sources of identity information and associating them
with firewall policy rules. The functionality provided by the PAN firewall based on user ID requires the collection
of information from the network. OAW-IAP maintains the network (such as mapping IP address) and user
information for those clients in the network and provides the required information for the user ID feature on
PAN firewall.

To enable OAW-IAP integration with PAN firewall, a global profile configured on OAW-IAP with PAN firewall
information such as IP address, port, user name, password, firewall enabled or disabled status.
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Example

The following example configures PAN firewall information on an OAW-IAP:
(Instant AP) (config)# firewall-external-enforcement pan

(Instant AP) (firewall-external-enforcement pan)# enable

(Instant AP) (firewall-external-enforcement pan)# domain-name domain@xyz
(Instant AP) (firewall-external-enforcement pan
(
(

)

)# ip 192.0.2.11
(Instant AP) (firewall-external-enforcement pan)# port 443
(Instant AP) (firewall-external-enforcement pan)# user adminl adminl
(Instant AP) (firewall-external-enforcement pan)# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.4.4.3- Command modified.
42.2.0

Alcatel-Lucent AOS-W Instant 6.3.1.1- Command introduced.
4,0.0.0

Command Information

OAW-IAP Platform Command Mode
All platforms Configuration mode and firewall-external-enforcement sub-
mode.
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flex-radio-mode

flex-radio-mode <mode>

Description
This action command is used to configure the flexible radio mode on OAW-AP203R/OAW-AP203RP access
points.
Syntax
Parameter Description Range Default
flex-radio-mode Specifies the flexible radio — —
mode configured on the OAW-
IAP.
<mode> Denotes the type of radio 2.4ghz, 5ghz, 2.4ghz-and-5ghz

mode configured on the OAW- | 2.4ghz-and-5ghz.
IAP. The flexible radio can be
configured in one of the
following modes:
m 2.4ghz—Acts as a single
radio operating on 2.4 GHz
band.
m 5ghz—Acts as a single
radio operating on 5 GHz
band.
m 2.4ghz-and-5ghz—Acts
as two radios (interfaces),
one operating on 5 GHz
band, and the other on the
2.4 GHz band. By default,
the flexible radio is set to
this mode.

Usage Guidelines
Use this command to configure the flexible radio mode in OAW-AP203R/OAW-AP203RP.

Example

The following example enables the factory default configuration:
(Instant AP)# flex-radio-mode 5ghz

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.5.2.0 Command introduced.
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Command Information

OAW-IAP Platform Command Mode

OAW-AP203R/OAW-AP203RP Privileged EXEC mode.
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g-channel

g-channel <channel> <tx-power>

Description

This command configures 2.4 GHz radio channels for a specific OAW-IAP.

Syntax

Parameter

<channel>

Description

Configures the specified 2.4 GHz
channel.

Range Default

The valid channels for a —
band are determined by
the OAW-IAP regulatory
domain.

<tx-power>

Configures the specified
transmission power values. It also
supports 0.1 dBm and negative
values.

-51 dBmto 51 dBm. —

Usage Guidelines

Use this command to configure radio channels for the 2.4 GHz band for a specific OAW-IAP.

Example

The following example configures the 2.4 GHz radio channel:
(Instant AP)# g-channel 11 18

Command History

Modification

3.3.0.0

Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

Privileged EXEC mode
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g-external-antenna

g-external-antenna <gain>

Description

This command configures external antenna connectors for an OAW-IAP.

Syntax
Parameter Description Default
<gain> Configures the antenna gain. You can configure gain | Diploe or Omni - —
value in dBi for the following types of antenna: 6
m Dipole or Omni Panel-12
= Panel Sector - 12
m Sector

Usage Guidelines

If your OAW-IAP has external antenna connectors, you need to configure the transmit power of the system.
The configuration must ensure that the system’s EIRP is in compliance with the limit specified by the regulatory
authority of the country in which the OAW-IAP is deployed. You can also measure or calculate additional
attenuation between the device and antenna before configuring the antenna gain. To know if your OAW-IAP
device supports external antenna connectors, see the Install Guide that is shipped along with the OAW-IAP
device.

EIRP and Antenna Gain

The following formula can be used to calculate the EIRP limit related RF power based on selected antennas
(antenna gain) and feeder (Coaxial Cable loss):

EIRP = Tx RF Power (dBm)+GA (dB) - FL (dB)

The following table describes this formula:

Table 10: Formula Variable Definitions

Formula Element Modification

EIRP Limit specific for each country of deployment
Tx RF Power RF power measured at RF connector of the unit
GA Antenna gain

FL Feeder loss

For information on antenna gain recommended by the manufacturer, see.

Example

The following example configures external antenna connectors for the OAW-IAP with the 2.4 GHz radio band.
(Instant AP)# g-external-antenna 12
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Command History

Release Description
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode.
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g-ant-pol

g-ant-pol <pol>

Description

This command configures the antenna polarization value for 2.4 GHz radio channels.

Syntax

Parameter

<pol>

Description

Denotes the antenna
polarization value for 2.4 GHz
radio channel.
m 0: Co-Polarized radio ID
m 1:Cross-Polarized radio
ID

Range Default

Oor1 —

Usage Guidelines

Use this command to set the antenna polarization value for 2.4 GHz radio channel.

Example

The following example configures the antenna polarization value for a 2.4 GHz radio channel:
(Instant AP)# g-ant-pol 0

Command History

Release

Modification

Alcatel-Lucent AOS-W Instant 6.5.2.0 Command

introduced.

Command Information

OAW-IAP Platform

Comman

d Mode

All Platforms

Privileged EXEC mode
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g-max-clients

g-max-clients <ssid profile> <max-clients>

Description
This command configures the maximum number of clients allowed for an SSID profile on a 2.4 GHz radio
channel.
Syntax
Parameter Description Range Default

<ssid profile> | Denotes the SSID profile for which | — —
the maximum clients limit is to be
configured.

<max-clients> Denotes the maximum number of | 1-255 —
clients that can be configured on
the 2.4 GHz radio channel of the
OAW-IAP.

Usage Guidelines

Use this command to set the maximum number of clients allowed to connect to 2.4 GHz radio channels for a
specific SSID profile. This is a per-AP and per-Radio configuration.

Example

The following example configures the maximum number of clients for a 2.4 GHz radio channel:
(Instant AP)# g-max-clients testl 77

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.5.0.0- The ssid_profile parameter is added.
43.0.0

Alcatel-Lucent AOS-W Instant 6.4.4.4- Command introduced.

4.2.3.0

Command Information

OAW-IAP Platform Command Mode

All Platforms Privileged EXEC mode
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gre

gre
primary <name>
backup <name>
disable-preemption
disable-reconnect-user-on-failover
hold-time <hold time>
per-ap-tunnel
ping-frequency <freg>
ping-retry-count <new count>
reconnect-time-on-failover <down time>
type <type>

no...

Description

This command allows you to manually configure an IPv4 or IPv6 GRE tunnel on an OAW-IAP.

Syntax

Parameter Description Range Default

primary <name> Denotes the — —
primary GRE tunnel
IP address or
domain name.

backup <name> Denotes the — —
secondary GRE
tunnel IP address or
domain name.

disable-preemption Disables the hold — —
on timer from
running on the
OAW-IAP.

disable-reconnect-user-on-failover Prevents the SSIDs — —
from being disabled
when a GRE tunnel
failover occurs.

hold-time <hold time> Configures the hold | 30-900 600 seconds
time for the GRE seconds.
tunnel failover.
When preemption is
enabled, and the
primary GRE tunnel
is UP, the

GRE tunnel
connection will
switch to the
primary tunnel after
the specified hold
time.
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Parameter Description Range Default

per-ap-tunnel Enables allOAW- — —
IAPs in a cluster to
form individual GRE
tunnels to the
endpoints. The
tunnel failover will
be determined by
the Master AP in
the cluster. The
slave APs will sync
its GRE tunnel
endpoint to the
same endpoint as
the master AP to
ensure uniformity in
the tunnel endpoint
across the cluster.

ping-frequency <freg> Denotes the ping 10-60 seconds 15 seconds
interval.
ping-retry-count <new_count> Denotes the 2-10 3

number of ping
packets missed to
mark the tunnel
down status.

reconnect-time-on-failover <down time> | Denotesthetimeto | — —

disable SSIDs.

type <type> Configures the — —
protocol number for
the GRE type.

no... Removes the — —

configuration.

Usage Guidelines

Use this command to configure a manual GRE IPv4 or IPv6 tunnel

Example

The following example configures a IPv4 or IPv6 GRE tunnel :

(Instant AP) (config)# gre primary pendpoint@arubanetworks.com
(Instant AP) (config)# gre backup sendpoint@arubanetworks.com
(Instant AP) (config)# gre disable-preemption

(Instant AP)
(Instant AP)

(

(

(config) # gre disable-reconnect-user-on-failover

(
(Instant AP) (config)# gre per-ap-tunnel

(

(

(

(

config)# gre hold-time 600

(Instant AP) (config)# gre ping-frequency 15
(Instant AP) (config)# gre ping-retry-count <new_ count>
(Instant AP) (config)# gre reconnect-time-on-failover <down time>

(Instant AP) (config)# gre type 25944
(Instant AP) (config)# end
(Instant AP)# commit apply
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Command History

Release Modification

Aruba Instant 8.4.0.0 The following parameters were introduced:
backup <name>
disable-reconnect-user-on-failover
reconnect-time-on-failover <down_time>
ping-retry-count <new_count>
ping-frequency <freg>
disable-preemption

hold-time <hold_time>

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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hash-mgmt-password

hash-mgmt-password

Description
This command enables hashing of the management user password.

Usage Guidelines

Use this command to enable hashing of a management user password. When this command is configured, the
mgmt-user command will not longer be available to add, modify, or remove management users. You will be
redirected to the hash-mgmt-user command to add, modify, or remove management users.

Example

The following example enables password hashing for management users:
(Instant AP) (config) # hash-mgmt-password

(Instant AP) (config) # end

(Instant AP) # commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.5.0.0- Command introduced.
4.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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hash-mgmt-user

hash-mgmt-user <username> password {{cleartext <cleartext password>} | {hash <hash password>
}} [usertype <type>]

no...

Description

This command is used to configure management users by using clear text or hash as the password input.

Syntax

Parameter Description Range Default

<username> Indicates the username of | — —
the management user.

password Indicates the management | — —
user password.

cleartext Indicates if a user will — —
enable clear text as the
password input format.

<cleartext password> Indicates the password in — —
plain text format.

hash Indicates that the input — —
password is in hash
format.

<hash password> Indicates the password in - -
hash format.

usertype Indicates the type of — —
management user.

<type> Indicates the type of — —
management user. For
example, users with guest-
management, local, or
read-only privilege.

no Removes the management | — —
user configuration.

Usage Guidelines

Use this command to configure management user credentials to access and configure the OAW-IAP. After you
configure the hash-mgmt-password command, the mgmt-user command will no longer be valid. You will be
directed to this command for management user configuration.

Example

The following example adds a management user with read-only privilege:

(Instant AP) (config) # hash-mgmt-user john password cleartext passwordOl usertype read-only
(Instant AP) (config) # end

(Instant AP) # commit apply
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The following examples removes a management user with read-only privilege:
(Instant AP) (config) # no hash-mgmt-user read-only

(Instant AP) (config) # end
(Instant AP) # commit apply

Command History

Modification

Release

Alcatel-Lucent AOS-W Instant 6.5.0.0- Command introduced.

4.3.0.0

Command Information

Command Mode

OAW-IAP Platform

All platforms Configuration mode

Revision 01 | February 2019 AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



help

help

Description
This command displays help for the CLI.

Usage Guidelines

This command displays keyboard editing commands that allow you to make corrections or changes to the
command without retyping.

You can also enter the question mark (?) to get various types of command help:

»  When typed at the beginning of a line, the question mark lists all commands available in the current mode.

m  When typed at the end of a command or abbreviation, the question mark lists possible commands that
match.

m  When typed in place of a parameter, the question mark lists available options.

Example

The following example shows the output of the help command.
HELP:
Special keys:

BS .... delete previous character

Ctrl-A .... go to beginning of line

Ctrl-E .... go to end of line

Ctrl-F .... go forward one character

Ctrl-B .... go backward one character

Ctrl-D .... delete current character

Ctrl-U, X .. delete to beginning of line
Ctrl-K .... delete to end of line

Ctrl-W .... delete previous word

Ctrl-T .... transpose previous character
Ctrl-P .... go to previous line in history buffer
Ctrl-N .... go to next line in history buffer
Ctrl-Z .... return to root command prompt

Tab .... command-line completion

exit .... go to next lower command prompt

? .... list choices

Help may be requested at any point in a command by entering
a question mark '?'. If nothing matches, the help list will
be empty and you must back up until entering a '?' shows the
available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input

(e.g. 'show w?'.)
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Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode

Revision 01 | February 2019 AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



hostname

hostname <name>

Description
This command changes the hostname of the Virtual Controller.

Syntax

Parameter Description Default

<name> Configures a hostname for —
the Virtual Controller.

Usage Guidelines

The hostname is used as the default prompt. You can use any alphanumeric character, punctuation, or symbol
characters. When spaces, plus symbols (+), question marks (?), or asterisks (*) are used, enclose the text in

quotes.

Example

The following example configures host name for an OAW-IAP.
(Instant AP)# hostname IAP1

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.

3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode

Revision 01 | February 2019 AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



hotspot anqp-3gpp-profile

hotspot angp-3gpp-profile <profile-name>
3gpp-plmnl..3gpp-plmn6é <PLMN-ID>

enable
no...
Description
This command configures a 3GPP Cellular Network for hotspots that have roaming relationships with cellular
operators.
Syntax
Parameter Description Range Default
hotspot angp-3gpp-profile <profile-name> | Creates a 3GPP — —
profile.
3gpp-plmnl..3gpp-plmn6 <PLMN-ID> Configures the PLMN — —

value of the network.
The PLMN value can
be specified for first,
second, third, fourth,
fifth, and sixth highest
priority network.

The PLMN ID consists
of a 12-bit MCC and
the 12-bit MNC.

enable Activates the — —
configuration profile.

no... Removes the — —
configuration

Usage Guidelines

Use this command to configure a 3GPP Cellular Network hotspot profile that defines the ANQP information
element for 3G Cellular Network for hotspots. The IE defined in this profile will be sent in a GAS query response
from an OAW-IAP in a cellular network hotspot. The 3GPP MCC and the 12-bit Mobile Network Code data in
the |IE can help the client select a 3GPP network when associated with a hotspot profile and enabled on a WLAN
SSID profile.

Example

The following command configures a 3GPP profile:

(Instant AP) (config)# hotspot angp-3gpp-profile cellcorpl
(Instant AP) (3gpp "cellcorpl")# 3gpp-plmnl 310026
(Instant AP) (3gpp "cellcorpl")# 3gpp_plmn2 208000
(Instant AP) (3gpp "cellcorpl")# 3gpp plmn3 208001
(Instant AP) (3gpp "cellcorpl")# enable

(Instant AP) (3gpp "cellcorpl")# end

(Instant AP)# commit apply

Revision 01 | February 2019 AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms except 5xx series platforms | Configuration mode and the 3GPP hotspot profile configuration
sub-mode
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hotspot angp-domain-name-profile

hotspot angp-domain-name-profile <profile-name>
domain-name <domain-name>
enable
no...

Description

This command defines the domain name to be sent in an ANQP information element in a GAS query response.
Syntax

Parameter Description Range Default

hotspot angp-domain-name-profile <profile-name> [ Creates a — —
domain profile.

domain-name <domain-name> Configures a — —
domain name of
the hotspot
operator.

enable Enables the — —
configuration
profile.

no... Removes the — —
existing
configuration

Usage Guidelines

Use this command to configure a domain name in the ANQP Domain Name profile. If a client uses the GAS to
post an ANQP query to an OAW-IAP, the OAW-IAP will return an ANQP Information Element with the domain
name when this profile is associated with a hotspot profile and enabled on a WLAN SSID profile.

Example

The following command defines a domain name for the ANQP domain name profile:
(Instant AP) (config)# hotspot angp-domain-name-profile domainl

(Instant AP) (domain-name "domainl")# domain-name example.com

(Instant AP) (domain-name "domainl")# enable

(Instant AP) (domain-name "domainl")# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0-3.3.0.0 Command introduced.
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Command Information

OAW-IAP Platform Command Mode

All platforms except 5xx series platforms | Configuration mode and the ANQP domain profile configuration
sub-mode
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hotspot anqgp-ip-addr-avail-profile

hotspot angp-ip-addr-avail-profile <profile-name>
enable
ipv4-addr-avail <ipv4>
ipvé6-addr-avail <ip46>
no...

Description

This command defines the available IP address types to be sent in an ANQP information element in a GAS
query response.

Syntax

Parameter Description

hotspot angp-ip-addr-avail-profile <profile-name> | Creates an ANQP — —
IP Address
availability profile.

enable Enables the IP — —
address availability
profile.

ipvd-addr-avail <ipv4d> Indicates the — —

availability of an
IPv4 network. It can
take one of the
following values:
m public
m port-
restricted
m single-nated-
private
= double-
nated- private
m port-
restricted-
single-nated-
private
m port-
restricted-
double-nated-
private
m not-available

ipv6-addr-avail <ipvé> Indicates the — —
availability of an
IPv6 network. This
can take one of the
following values:

m available

m not-available

no... Removes the — —
existing
configuration.
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Usage Guidelines

Use this command to configure the IP Address availability information and IP address types which could be
allocated to the clients after they associate to the hotspot OAW-IAP.

Example

The following command configures an OAW-IAP using this profile to advertise a public IPv4 network.
(Instant AP) (config)# hotspot angp-ip-addr-avail-profile default

(Instant AP) (IP-addr-avail "default")# ipv4-addr-avail

(Instant AP) (IP-addr-avail "default")# ipv6-addr-avail

(Instant AP) (IP-addr-avail "default")# enable

(Instant AP) (IP-addr-avail "default")# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms except 5xx series platforms | Configuration mode and the ANQP IP address availability profile
configuration sub-mode
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hotspot anqgp-nai-realm-profile

hotspot angp-nai-realm-profile <profile-name>
enable
nai-home-realm
nai-realm-auth-id-1 <auth-ID>
nai-realm-auth-id-2 <auth-ID>
nai-realm-auth-value-1 <auth-value>
nai-realm-auth-value-2 <auth-value>
nai-realm-eap-method <eap-method>
nai-realm-encoding <encoding>
nai-realm-name <name>
no...

Description

This command defines a NAI realm information that can be sent as an ANQP information element in a GAS

query response.

Syntax

Parameter

hotspot angp-nai-realm-profile <profile-
name>

Description

Configures a NAl realm
hotspot profile.

enable

Enables the NAl realm
profile.

nai-home-realm

Sets the realm in this
profile as the NAI Home
Realm.

nai-realm-auth-id-1
nai-realm-auth-id-2

Configures the NAl realm
authentication ID.

Use the nai-realm-auth-
id-1 command to send
the one of the following
authentication methods
for the primary NAl realm
ID

Use the nai-realm-auth-
id-2 command to send
the one of the following
authentication methods
for the secondary NAI
realm ID.

<auth-id>

Configures any of the
following types of
authentication ID:
m credential— Uses
credential
authentication.
m eap-inner-auth—
Uses EAP inner
authentication type.

credential
eap-inner-
auth
exp-inner-
auth
expanded-
eap
non-eap-
inner-auth
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Parameter

Description

m exp-inner-eap—
Uses the expanded
inner EAP
authentication
method.

m expanded-eap—
Uses the expanded
EAP authentication
method.

= non-eap-inner-
auth—Uses non-EAP
inner authentication
type.

m reserved—Uses
the reserved
authentication
method.

reserved

nai-realm-auth-value-1
nai-realm-auth-value-2

Configures a value for

NAI realm authentication.

Use the nai-realm-auth-
value-1 command to
select an authentication
value for the
authentication method
specified by nai-realm-
auth-id-1. Use thenai-
realm-auth-value-2
command to select the
authentication value for
the authentication
method specified bynai-
realm-auth-id-2.

<auth-value>

Configures any of
following types of
authentication values for
the specified <auth-id>:
m For credential
<auth-ID>, specify the
following values:

® Sim
® Usim
m nfc-
secure
m hw-
token

| |
softoke
n

| |
certifica
te

| |
uname-
passwa
rd

m none

sim, usim.
nfc-secure,
hw-token,
softoken,
certificate,
uname-
password,
none,
reserved,
vendor-
specific
reserved, pap
chap,
mschap,
mschapv2,
exp-inner-
eap,
expanded-
eap, reserved
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Parameter

Description

| |
reserve
d
n
vendor-
specific

m For eap-inner-auth
<aut- ID>, specify the
following values:

| |
reserve
d

= pap
m chap
| |
mschap
||
mschap
v2

m For exp-inner-eap
<auth-ID>, specify
exp-inner-eap as the
authentication value.
m For expanded-
eap<auth-ID>, specify
expanded-eap as the
authentication value

m For non-eap-inner-
auth<auth-ID> specify
any of the following
values:

| |
reserve
d

= pap
m chap
| |
mschap
u
mschap
v2

nai-realm-eap-method

Configures an EAP
method for NAl realm.

<eap-method>

Configures any of the

following EAP methods:

m crypto-card—
Crypto card
authentication

m eap-aka—EAP for
UMTS Authentication
and Key Agreement
m eap-sim—EAP for
GSM SIMs

m eap-tls—EAP-
Transport Layer

crypto-card,
eap-aka, eap-
sim, eap-tls,
eap-ttls,
generic-
token-card,
identity
notification,
one-time-
password,
peap,
peapmschap
v2
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Parameter Description

Security

m eap-ttls—EAP-
Tunneled Transport
Layer Security

m generic-token-
card—EAP-Generic
Token Card

m identity— EAP
Identity type

m notification—The
hotspot realm uses
EAP Notification
messages for
authentication.

m one-time-
password—
Authentication with a
single-use password
m peap—Protected
EAP

m peapmschapv2—
Protected EAP with
Microsoft CHAP

version 2
nai-realm-encoding Configures a UTF-8 or rfc4282, —
<encoding> rfc4282 formatted utf8

character string for NAI
realm encoding.

nai-realm-name Configures a name for — —
<nai-realm-name> the NAl realm. The realm
name is often the domain
name of the service
provider.

no... Removes any existing — —
configuration.

Usage Guidelines

Use this command to configure an NAI Realm profile that identifies and describes a NAI realm accessible to the
OAW-IAP, and the method used for NAI realm authentication. The settings configured in this profile determine
the NAI realm elements that are included as part of a GAS Response frame.

Example

The following example creates an NAI realm profile:

(Instant AP) (config)# hotspot angp-nai-realm-profile home
(Instant AP) (nai-realm "home"
(Instant AP)

# nai-realm-name home-hotspot.com

nai-realm "home" nai-realm-encoding utf8

(Instant AP) (nai-realm "home" nai-realm-eap-method eap-sim

(Instant AP) e" nai-realm-auth-id-1 non-eap-inner-auth
(Instant AP) (nai-realm "home

(Instant AP) (nai-realm "home" nai-home-realm

(
(
(
(nai-realm "hom
(
(
(

enable
end

(Instant AP) (nai-realm "home"
(Instant AP) (nai-realm "home"
(Instant AP)# commit apply

)
) #
) #
) #
")# nai-realm-auth-value-1 mschapv2
) #
) #
) #
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Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms except 5xx series platforms | Configuration mode and the NAIl realm profile configuration
sub-mode
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hotspot anqgp-nwk-auth-profile

hotspot angp-nwk-auth-profile <profile-name>
enable
nwk-auth-type <auth-type>
url <url>
no...

Description

This command configures an ANQP network authentication profile to define authentication type being used by
the hotspot network.

Syntax

Parameter Description Range Default

hotspot angp-nwk-auth-profile Configures an ANQP network — —
<profile-name> authentication profile.

enable Enables the network — —
authentication profile.

nwk-auth-type Defines the network — —
Authentication type being used by
the hotspot network.

<auth-type> Allows you to specify any of the accept-term- | —
following values: and-cond,
m accept-term-and-cond— online-
When configured, the network enroliment,
requires the user to accept http-redirect,
terms and conditions. dns-redirect
NOTE: This option requires you to
specify a redirection URL string as
an IP address, FQDN or URL.
= online-enroliment—When
configured, the network
supports the online enroliment.
= http-redirect—When
configured, additional
information on the network is
provided through HTTP or
HTTPS redirection.
m dns-redirect—When
configured, additional
information on the network is
provided through DNS
redirection.
NOTE: This option requires you to
specify a redirection URL string as
an IP address, FQDN or URL.

url Configures URL, IP address, or — —
FQDN used by the hotspot network
for the accept-term-and-cond or
dns-redirect network
authentication types.
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Parameter Description

no... Removes any existing — —
configuration.

Usage Guidelines

When the asra option is enabled in the hotspot profile associated with a WLAN SSID, the settings configured
for the network authentication profile are sent in the GAS response to the client.

Example

The following command configures a network authentication profile for DNS redirection.
(Instant AP) (config)# hotspot angp-nwk-auth-profile default

(Instant AP) (network-auth "default")# nwk-auth-type dns-redirection
(Instant AP) (network-auth "default")# url http://www.example.com

(Instant AP) (network-auth "default")# enable

(Instant AP) (network-auth "default")# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.00

Command Information

OAW-IAP Platform Command Mode

All platforms except 5xx series platforms | Configuration mode and the ANQP network authentication
profile configuration sub-mode
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hotspot anqgp-roam-cons-profile

hotspot angp-roam-cons-profile <profile-name>
enable
roam-cons-oi <roam-cons-oi>
roam-cons—-oi-len <roam-cons-oi-len>
no...

Description

This command configures the Roaming Consortium Ol information to be sent in an ANQP information element
in a GAS query response.

Syntax
Parameter Description Range Default
hotspot angp-roam-cons-profile Creates roaming consortium — —
<profile-name> profile.
enable Enables the roaming — —

consortium profile.

roam-cons-oi Sends the specified roaming Hexadecimal | —
<roam-cons-oi> consortium Ol in a GAS query number 3-5
response. The Ol must be a octets in
hexadecimal number 3-5 octets | length
in length.
roam-cons-oi-len Indicates the length of the Ol. — —
<roam-cons-oi-len> The value of the roam-cons-oi-

len parameter must equal upon
the number of octets of the
roam-cons-oi field.
m 0: 0 Octets in the OI (Null)
m 3: Ol length is 24-bit (3
Octets)
m 5: Ol lengthis 36-bit (5
Octets)

no... Removes any existing — —
configuration.

Usage Guidelines

Use this command to configure the roaming consortium Ols assigned to service providers when they register
with the IEEE registration authority. The Roaming Consortium Information Elements contain information
about the network and service provider, whose security credentials can be used to authenticate with the OAW-
IAP transmitting this IE.

Example

The following command defines the roaming consortium Ol and Ol length in the ANQP roaming consortium
profile:

(Instant AP) (config)# hotspot angp-roam-cons-profile profilel

(Instant AP) (roaming-consortium "profilel")# roam-cons-oi 506F9A

(Instant AP) (roaming-consortium "profilel")# roam-cons-oi-len 3

(Instant AP) (roaming-consortium "profilel")# enable
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(Instant AP) (roaming-consortium "profilel")# end
(Instant AP)# commit apply

Command History

Modification

Release

Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.

3.3.0.0

Command Information

Command Mode

OAW-IAP Platform

Configuration mode and the ANQP roaming consortium profile

All platforms except 5xx series platforms
configuration sub-mode
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hotspot angp-venue-name-profile

hotspot angp-venue-name-profile <profile-name>
enable
venue—group <group>
venue-lang-code <language>
venue—-name <name>
venue-type <type>
no...

Description

This command defines venue information be sent in an ANQP information element in a GAS query response.

Syntax
Parameter Description Range Default
hotspot angp-venue-name-profile Creates a ANQP venue — —
<profile-name> name profile.
enable Enables the ANQP venue — —

name profile.

venue-group <group> Configures one of the assembly, business, unspecified

following venue groups to | educational,
be advertised in the IEs factory-and-industrial,
from OAW-IAPs institutional,
associated with this mercantile,
hotspot profile. outdoor,

n assgmbly residential,

] busme;s storage,

m educational unspecified,

m factory-and- utility-and-misc,

industrial vehicular

m institutional

m mercantile

m outdoor

m residential

m storage

m utility-and-misc

m vehicular

NOTE: This parameter
only defines the venue
group advertised in the
IEs from hotspot OAW-
IAPs. To define the venue
group to be included in
ANQP responses, use
angp-venue-name-
profile <profile-name>
command.

venue-lang-code <language> Configures an ISO 639 — —
language code that
identifies the language
used in the Venue Name
field.
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Parameter Description Range Default

venue-name <name> Configures the venue — —
name to be advertised in
the ANQP IEs. If the venue
name includes spaces,
the name must be
enclosed in quotation
marks, e.g. “Midtown
Shopping Center”.

venue-type <type> Specifies the venue type The complete list of unspecified
to be advertised in the IEs. | supported venue types
is described in hotspot
angp-venue-name-
profile on page 170.

no... Removes any existing — —
configuration.

Usage Guidelines

Use this command to configure the venue group and venue type in an ANQP Venue Name profile. If a client
uses the GAS to post an ANQP query to an Access Point, the OAW-IAP will return ANQP Information Elements
with the values configured in this profile.

Venue Types

The following list describes the different venue types for each venue group:

Venue Group Associated Venue Type Value

arena
stadium
passenger-terminal
amphitheater
amusement-park
place-of-worship
convention-center
library

museum

restaurant

theater

bar

coffee-shop
zoo-or-aquarium
emergency-cord-center
unspecified

assembly

doctor

bank

fire-station

police-station

post-office
professional-office
research-and-dev-facility
attorney-office
unspecified

business
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Venue Group Associated Venue Type Value

school-primary
school-secondary
univ-or-college
unspecified

educational

factory-and-industrial factory

unspecified

institutional hospital
long-term-care
alc-drug-rehab
group-home
prison-or-jail
unspecified

retail-store
grocery-market
auto-service-station
shopping-mall
gas-station
unspecified

mercantile

muni-mesh-network
city-park

rest-area
traffic-control
bus-stop

kisok

unspecified

outdoor

residential m private-residence
= hotel

m dormitory

m boarding-house
m unspecified

storage unspecified

utility-and-misc unspecified

vehicular unspecified
automobile-or-truck
airplane

bus

ferry

ship

train

motor-bike

Example

The following command defines an ANQP Venue Name profile for a shopping mall:

(Instant AP) (config)# hotspot angp-venue-name-profile Malll
(Instant AP) (venue-name "Malll")# venue-name ShoppingCenterl
(Instant AP)

(

(venue-name "Malll"
(Instant AP) (venue-name "Malll"

(

(

(

# venue-group mercantile
venue-type shopping-mall
(Instant AP)
(Instant AP)
AP)

(Instant

#

# venue-lang-code EN
# enable
# end

venue-name "Malll"

)
)
venue-name "Malll")
)
venue-name "Malll")

Revision 01 | February 2019 AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



(Instant AP)# commit apply

Command History

Modification

Release

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.

3.3.0.0

Command Information

Command Mode

OAW-IAP Platform

Configuration mode and the ANQP venue name profile

All platforms except 5xx series platforms
configuration sub-mode
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hotspot h2qp-conn-cap-profile

hotspot h2gp-conn-cap-profile <profile-name>
enable
esp-port
icmp
tep-ftp
tcp-http
tcp-pptp-vpn
tcp-ssh
tcp-tls-vpn
tcp-voip
udp-ike?2
udp-ipsec-vpn
udp-voip
no...

Description

This command configures a H2QP profile that advertises hotspot protocol and port capabilities.

Syntax

Parameter Description Range Default

hotspot h2gp-conn-cap-profile<profile-name> | Creates a — —
connection
capability profile.

enable Enables the — —
connection
capability H2QP
profile.

esp-port Enables the ESP — —

port used by IPsec
VPNs. (port 0)

icmp Indicates that the — —
ICMP port is
enabled and
available. (port 0)

tcp-ftp Enables the FTP — —
port. (port 20)

tcp-http Enables the HTTP | — —
port. (port 80)

tcp-pptp-vpn Enables the PPTP — —
port used by IPsec
VPNs. (port 1723)

tcp-ssh Enables the SSH — —
port. (port 22)
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Parameter

tcp-tls-vpn

Description Range Default

Enables the TCP — —
TLS port used by
VPNSs. (port 80)

tcp-voip Enables the TCP — —
VolIP port. (port
5060)

udp-ike2 Enables the IKEv2 — —

port.

udp-ipsec-vpn

Enables the IPsec — —
VPN port. (ports
500, 4500 and 0)

udp-voip Enables the UDP — —
VolIP port. (port
5060)

no... Removes any — —

existing
configuration.

Usage Guidelines

Use this command to configure the values to be sent in an ANQP IE to provide information about the IP
protocols and associated port numbers that are available and open for communication.

The following example allows the H2QP connection capability profile to advertise the availability of ICMP and

Example

HTTP ports.

(Instant AP) (

(Instant AP) (connection-capabilities

(Instant AP) (connection-capabilities
(

(Instant AP)
(Instant AP) (connection-capabilities

connection-capabilities

(Instant AP)# commit apply

Command History

config) # hotspot h2gp-conn-cap-profile Wanl

"Wanl")# icmp
"Wanl")# tcp-http
"Wanl")# enable
"Wanl") # end

Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0-
3.3.0.0

Command introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms except 5xx series platforms

Configuration mode and the H2QP connection capability profile
configuration sub-mode
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hotspot h2qp-oper-name-profile

hotspot h2gp-oper-name-profile <profile>
enable
op—-fr-name <name>
op-lang-code <language>
no...

Description

This command configures a H2QP operator-friendly name profile.

Syntax
Parameter Description Range Default
hotspot h2gp-oper-name-profile <profile> | Creates an operator-friendly — —
name profile.
enable Enables the operator-friendly — —
name profile.
op-fr-name Configures an operator-friendly 1-64 —
<name> name to be sent by devices alphanumeric
using this profile. If the name characters

includes quotation marks (“),
include a backslash character (\)
before each quotation mark.
(e.g. \"example\")

op-lang-code <language>

Configures an ISO 639 language
code that identifies the language
used in the op-fr-name
command.

no...

Removes any existing
configuration.

Usage Guidelines

Use this command to configure an operator-friendly name that can identify the operator and also provides

information about the location.

Example

The following example configures an operator friendly profile:

(Instant AP) (config)# hotspot h2gp-oper-name-profile Profilel
(Instant AP) (operator-friendly-name "Profilel")# op-fr-name hotspotl

(Instant AP) (operator-friendly-name "Profilel"

op-lang-code EN

) #
(Instant AP) (operator-friendly-name "Profilel")# enable
) #

(Instant AP) (operator-friendly-name "Profilel"

(Instant AP)# commit apply

end
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Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms except 5xx series platforms | Configuration mode and the H2QP operator friendly name
profile configuration sub-mode
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hotspot h2qp-oper-class-profile

hotspot h2gp-oper-class-profile <profile>
enable
op-class <class>
no...

Description
This command configures a H2QP profile that defines the Operating Class to be sent in the H2QP IE.

Syntax
Parameter Description Range Default
hotspot h2gp-oper-class-profile <profile> | Creates operating class — —
profile.
enable Enables the operating — —
class profile.
op-class <class> Configures the operating | 1-255 1
class for the devices’
BSS.
no... Removes any existing — —
configuration.

Usage Guidelines

Use this command to configure values for the H2QP Operating Class profile that lists the channels on which
the hotspot is capable of operating.

Example

The following example configures and enables a profile with the default operating class value.
(Instant AP) (config) # hotspot h2gp-oper-class-profile Profilel

(Instant AP) (operator-class"Profilel")# op-class 1

(Instant AP) (operator-class"Profilel")# enable

(Instant AP) (operator-class"Profilel")# end

(Instant AP)# commit apply

Command History

Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms except 5xx series platforms | Configuration mode and the H2QP operating class profile
configuration sub-mode
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hotspot h2qp-osu-provider-profile

hotspot h2gp-osu-provider-profile <profile>
disable
enable
frnd-name-count <count>
frnd-namel <OSU Friendly name>
frnd-namel-hex <OSU Friendly name>
frnd-namel-lang-code <lang code>
frnd-name2 <0OSU Friendly name>
frnd-name2-hex <0OSU Friendly name>
frnd-name2-lang-code <lang code>
iconl-file <idx> <File Name>
iconl-height <height>
iconl-lang-code <lang code>
iconl-type <file type>
iconl-width <width>
icon2-file <idx> <File Name>
icon2-height <height>
icon2-lang-code <lang code>
icon2-type <file type>
icon2-width <width>
iconfile-count <count>
no
osu-method <OSU method>
osu-server-uri <OSU server URI>
srvc-descl <description>
srvc-descl-hex <description>
srvc-descl-lang-code <lang code>
srvc-desc2 <description>
srvc-desc2-hex <description>
srvc-desc2-lang-code <lang code>
srvcdesc-count <count>

Description
This command configures a H2QP profile that defines the Open Sign-Up(OSU) provider details to be sent in the
H2QP IE.
Syntax
Parameter Description Range Default
disable Disables the OSU provider profile. — —
enable Enables the OSU provider profile. Thisis | — —
enabled by default.
frnd-name-count Number of OSU friendly names to be 1-2 —
configured.
frnd-namel The first OSU friendly name if you — —
selected the language code as English. A
string value of maximum 64 characters.

Revision 01 | February 2019 AOS-W Instant 8.4.0.x Command-Line Interface | Reference Guide



Parameter

frnd-namel-hex

Description

The first OSU friendly name in
hexadecimal format for language codes
other than English.

Range

Default

frnd-namel-lang-code

The language code used for configuring
the first OSU friendly name.

frnd-name2

The second OSU friendly name if the
language code chosenis English. A
string value of maximum 64 characters.

frnd-name2-hex

The second OSU friendly name in
hexadecimal format for language codes
other than English.

frnd-name2-lang-code

The language code used for configuring
the second OSU friendly name.

iconl-file

The index and name of the firsticon
image file.

NOTE: The index value and the filename
value must match the file downloaded to
OAW-IAP. For more information on
downloading the icon file, refer to hs2-
osu-icon-download.

iconl-height

Height of the first icon image file.

1-256

iconl-lang-code

Indicates the language used in the first
iconimage.

iconl-type

Type of the image file used as firsticon.

iconl-width

Width of the firsticon image file.

1-256

icon2-file

The index and name of the second icon
image file.

NOTE: The index value and the filename
value must match the file downloaded to
OAW-IAP. For more information on
downloading the icon file, refer to hs2-
osu-icon-download.

icon2-height

Height of the second icon image file.

icon2-lang-code

Indicates the language used in the
second iconimage.

icon2-type

Type of the image file used as second
icon.

icon2-width

Width of the second icon image file.

iconfile-count

Number of icon files to be used for the
OSU provider.

1-2

no

Deletes the command.
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Parameter Description Range Default

osu-method Indicates the method used by OSU to m OMA- -
provision the HS2 client. DM
m SOAP-
XML
osu-server-uri The URI of the OSU Server that is used — —

for OSU with the service provider
configured in the frnd-name1
parameter.

srvc-descl The first service description if you — —
selected the language code as English.

srvc-descl-hex The first service description in — —
hexadecimal format for language codes
other than English.

srvc-descl-lang-code The language code used for the first — —
description.
srvc-desc?2 The second service description if you — —

selected the language code as English.

srvc-desc2-hex The second service description in — —
hexadecimal format for language codes
other than English.

srvc-desc2-lang-code The second service description if you — —
selected the language code as English.

srvcdesc-count Number of descriptions to be provided — —
for the OSU provider.

Usage Guidelines

Use this command to create an OSU provider profile that can be attached to a hotspot profile for enabling
wireless devices to use OSU.

Example

The following example creates and configures an OSU provider profile:.
(Instant AP) (config) # hotspot h2gp-osu-provider-profile OSU
(Instant AP) (osu-provider OSU) frnd-name-count 2
(Instant AP) (osu-provider OSU) frnd-namel-lang-code "eng"
(Instant AP) (osu-provider OSU) frnd-namel "SP Red Test Only"
(Instant AP) (osu-provider 0OSU) frnd-namel-hex
(Instant AP) ( )
(Instant AP) (osu-provider 0OSU) frnd-name2 ""
(Instant AP) (osu-provider OSU) # frnd-name2-hex
535020ebb9a8eab09520ed858cec8aaded8ab820ecal84ec9aa’
(Instant AP) (osu-provider OSU)
(Instant AP) (osu-provider OSU)
(Instant AP) ( )
(Instant AP) ( )
(Instant AP) (osu-provider 0OSU)
( )
( )
( )
( )

osu-provider OSU frnd-name2-lang-code "kor"

H= H= = H = H

iconfile-count 2

iconl-width 128

iconl-height 61

iconl-lang-code zxx

iconl-type image/png

iconl-file 1 "icon red zxx.png"
icon2-width 160

icon2-height 76

icon2-lang-code eng

%=

osu-provider OSU
osu-provider OSU

(Instant AP) (osu-provider OSU
(Instant AP) (osu-provider OSU
(Instant AP) (osu-provider OSU
(Instant AP) (osu-provider OSU

H = H = o
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(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant

AP)
AP)
AP)
AP)
AP)
AP)
AP)
AP)
AP)

osu-provider
osu-provider
osu-provider

(
(
(
(osu-provider
(osu-provider
(osu-provider
(osu-provider
(osu-provider

(osu-provider

0sU)

H = H = o

#

icon2-type image/png

icon2-file 2 "icon red eng.png"
srvcdesc-count 2

srvc-descl-lang-code eng

srvc-descl "Free service for test purpose"
srvc-descl-hex

srvc-desc2-lang-code kor

srvc-descz ""

srvc-desc2-hex

ed858cec8aadedB8ab820ebaaa%ecal8lec9cbcebal 9c20ebacbdebal38c20ec849cebb984ec8aad

(Instant

AP)

(osu-provider

0SU)

#

osu-server-uri https://osu-server.r2-testbed-aru.wi-

fi.org:443/guest/HotSpot20nlineSignUp.php

(Instant

AP)

(osu-provider

Command History

Release

0sU)

#

osu-method SOAP-XML

Modification

Alcatel-Lucent AOS-W Instant 8.3.0.0

Command introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms except 5xx series platforms

Configuration mode and the H2QP OSU provider profile
configuration sub-mode
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hotspot h2qp-wan-metrics-profile

hotspot h2gp-wan-metrics-profile <profile-name>
at-capacity
downlink-load <load>
downlink-speed <speed>
enable
load-duration <duration>
symm-1link
no
uplink-load <load>
uplink-speed <speed>
wan-metrics-link-status <status>

Description

This command configures a H2QP profile that specifies the hotspot WAN status and link metrics.
Syntax

Parameter Description | Range Default

hotspot h2gp-wan-metrics-profile <profile- Creates a — —
name> H2QP WAN
metric profile

at-capacity Indicates if — —
the WAN Link
has reached
its maximum
capacity. If
this
parameter is
enabled, no
additional
mobile
devices will
be permitted
to associate
to the hotspot
OAW-IAP.
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Parameter

downlink-load <load>

Description

Configures
the
percentage
of the WAN
downlink that
is currently
utilized. If no
value is set,
this
parameter
will show a
default value
of 0 to
indicate that
the downlink
speed is
unknown or
unspecified.

Range

1-100

Default

0
(unspecified)

downlink-speed <speed>

Indicates the
current WAN
backhaul
downlink
speedin
Kbps. If no
value is set,
this
parameter
will show a
default value
of 0 to
indicate that
the downlink
speedis
unknown or
unspecified.

0-
2,147,483,647
Kbps

0
(unspecified)

enable

Enables the
H2QP WAN
metrics
profile.

load-duration <duration>

Configures a
duration at
which the
downlink load
is measured,
in tenths of a
second.

0 and 65535

symm-1link

Indicates that
the WAN Link
has same
speed in both
the uplink
and downlink
directions.
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Parameter

no

Description

Removes any
existing
configuration.

Range

Default

uplink-load <speed>

The
percentage
of the WAN
uplink that is
currently
utilized. If no
value is set,
this
parameter
will show a
default value
of 0 to
indicate that
the downlink
speedis
unknown or
unspecified.

1-100

0
(unspecified)

uplink-speed <speed>

Use the
uplink
<speed>
parameter to
indicate the
current WAN
backhaul
uplink speed
in Kbps. If no
value is set,
this
parameter
will show a
default value
of 0 to
indicate that
the uplink
speedis
unknown or
unspecified.

0-
2,147,483,647
kbps

0
(unspecified)

wan-metrics-link-status

Define the
status of the
WAN Link by
configuring
one of the
following
values.

<status>

Configures
any of the
following
states:
= link-
up—
Indicates
if WAN
link is up.
= link-

link-down,
link-under-
test, link-up

unspecified
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Parameter Description | Range Default

down—
Indicates
if WAN
link is
down

m link-
under-
test—
Indicates
if WAN
link is
currently
in a test
state.

Usage Guidelines

Use this command to configure the values be sent in an H2QP |E to provide information about access network
characteristics such as link status and the capacity and speed of the WAN link to the Internet.

Examples

The following example configures a WAN metric profile:

(Instant AP) (config)# hotspot h2gp-wan-metrics-profile Wanl
(Instant AP) (WAN-metrics "Wanl")# at-capacity

(Instant AP) (WAN-metrics "Wanl")# downlink-load 5

(
( )
(Instant AP) (WAN-metrics "Wanl")# downlink-speed 147
(Instant AP) (WAN-metrics "Wanl")# load-duration 60
(Instant AP) (WAN-metrics "Wanl")# symm-link
(Instant AP) (WAN-metrics "Wanl")# uplink-load 10
(Instant AP) (WAN-metrics "Wanl")# uplink-speed 147
(Instant AP) (WAN-metrics "Wanl")# wan-metrics-link-status link up
(Instant AP) (WAN-metrics "Wanl")# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms except 5xx series platforms | Configuration mode and the H2QP WAN metrics profile
configuration sub-mode
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hotspot hs-profile

hotspot hs-profile <profile-name>

access-network-type <type>

addtl-roam-cons-ois <addtl-roam-cons-ois>

advertisement-profile
{angp-3gpp-profile
|angp-domain-name-profile
|angp-ip-addr--profile
|angp-nai-realm-profile
|angp-nwk-auth-profile
|angp-roam-cons-profile
|angp-venue-name-profile
|h2gp-conn-cap-profile
|h2gp-oper-class-profile
|h2gp-osu-provider-profile
|h2gp-oper-name-profile
|h2gp-wan-metrics-profile
} <profile-name>

asra

comeback-mode

enable

gas-comeback-delay <delay>

group-frame-block

hessid <id>

internet

no

osen

osu-nai <osu-nai>

osu-ssid <ssid>

p2p-cross-connect

p2p-dev-mgmt

pame-bi

gqos-map-excp

gos-map-range

query-response-length-limit <len>

release—number

roam-cons—-len-1 0]31]5

roam-cons-len-2 0|35

roam-cons-len-3 0|35

roam-cons-oi-1 <roam-cons-oi-1>

roam-cons-oi-2 <roam-cons-oi-1>

roam-cons-o0i-3 <roam-cons-oi-1>

venue-group <venue-group>

venue-type <venue-type>

no

Description

This command configures a hotspot profile for an 802.11u public access service provider.
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Syntax

Parameter

access-network-type
<type>

Description

Configures any of the following access
network (802.11u network type) type:

m private—This network is
accessible for authorized users
only. For example, home networks
or enterprise networks that
require user authentication. The
corresponding integer value for
this network type is 0.

m private-with-guest—This
network is accessible to guest
users based on guest
authentication methods. For
example, enterprise networks that
allow guest users with captive
portal authentication. The
corresponding integer value for
this network type is 1.

m chargeable-public— This
network provides access to the
Internet based on payment. For
example, a subscription-based
Internet access in a coffee shop or
a hotel offering chargeable in-
room Internet access service. The
corresponding integer value for
this network type is 2.

m free-public—This network is
accessible to all without any
charges applied. For example, a
hotspot in airport or other public
places that provide Internet access
with no additional cost. The
corresponding integer value for
this network type is 3.

m personal-device—This network
is accessible for personal devices.
For example, a laptop or camera
configured with a printer for the
purpose of printing. The
corresponding integer value for
this network type is 4.

= emergency-services—This
network is limited to accessing
emergency services only. The
corresponding integer value for
this network type is 5.

m test—This network is used for
test purposes only. The
corresponding integer value for
this network type is 14.

m wildcard—This network
indicates a wildcard network. The
corresponding integer value for
this network type is 15.

Range

private, private-
with-
guest,chargeable-
public, free-
public, personal-
device,
emergency-
services, test,
wildcard

Default

chargeable-
public
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Parameter

addtl-roam-cons-ois
<addtl-roam-cons-ois>

Description

Configures the number of additional
roaming consortium Ols advertised by
the OAW-IAP. This feature supports up
to three additional Ols, which are
defined using the roam-cons-oi-1,
roam-cons-oi-2 and roam-cons-oi-3
parameters.

Range

Default

advertisement-profile
{angp-3gpp-profile
|angp-domain-name-
profile
|angp-ip-addr--profile

|angp-nai-realm-
profile
|angp-nwk-auth-profile

|angp-roam-cons-—
profile

| angp-venue-name—
profile
|h2gp-conn-cap-profile

|h2gp-oper-class—
profile
|h2gp-osu-provider-
profile
|h2gp-oper-name-
profile
|h2gp-wan-metrics-
profile

}

Associates an advertisement profile
with the hotspot profile.

You can associate any of the following
advertisement profiles:

m angp-3gpp-profile
angp-domain-name-profile
anqp-ip-addr--profile
angp-nai-realm-profile
angp-nwk-auth-profile
angp-roam-cons-profile
angp-venue-name-profile
h2gp-conn-cap-profile
h2qp-oper-class-profile
h2qgp-osu-provider-profile
h2qgp-oper-name-profile
h2qgp-wan-metrics-profile

<profile-name>

Allows you to associate a specific
advertisement profile to the hotspot
profile.

asra

Indicates if any additional steps are
required for network access.

comeback-mode

By default, ANQP information is
obtained from a GAS Request and
Response. If you enable the
comeback-mode option,
advertisement information is obtained
using a GAS Request and Response.
as well as a Comeback-Request and
Comeback-Response. This option is
disabled by default.

enable

Enables the hotspot profile.
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Parameter Description Range Default

gas-comeback-delay Configures a GAS comeback delay 100—2000 100
<delay> interval after which the client can milliseconds
attempt to retrieve the query
response using a Comeback Request
Action frame.

group-frame-block Configures the DGAF Disabled Mode. — —
This feature ensures that the OAW-IAP
does not forward downstream group-
addressed frames. It is disabled by
default, allowing the OAW-IAP to
forward downstream group-
addressed frames.

hessid Configures a homogenous ESS MAC address in -
identifier. colon-separated
hexadecimal
format
internet Allows the OAW-IAP to send an — —

Information Element indicating that
the network allows the Internet

access. By default, a hotspot profile
does not advertise network internet

access.
no Removes any existing configuration. — —
osen Uses the OSEN information element — Disabled

to advertise and select an OSEN
capable network.

NOTE: When OSU ESS is encypted,
create a separate hotspot profile with
only osen enabled and attach it to an
SSID that broadcasts OSEN capable
network. Then, choose the operation
mode to WPA2-AES.

osu-nai Indicates the Network Access — —
Identifier(NAI) that is used for OSU
with the service provider configured in
the OSU provider profile. When the
OSU NAl is configured, the OSU ESS
employs a link-layer encryption. For
open OSU ESS, this parameter is not

applicable.

osu-ssid Configures the SSID that the wireless — —
devices use for OSU with all the OSU
providers.

p2p-cross-connect Advertises support for P2P Cross — Disabled

Connections.

p2p-dev-mgmt Advertises support for P2P device — Disabled
management.
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Parameter

pame-bi

Description

Enables the PAME-BI bit, which is used
by an OAW-IAP to indicate whether the
OAW-IAP indicates that the
Advertisement Server can return a
query response that is independent of
the BSSID used for the GAS Frame
exchange.

Range

Default

gos-map-excp

Includes the DSCP exceptions in the
QoS map set. You can configure a
maximum of 21 sets of DSCP
exception fields. It must be entered in
Hexadecimal format.

Itis in the format, <value>-<up>
separated by ',' where <value> can be
0-3F or FF, and user priority <up> can
be 0-7)

gos-map-range

Configures the DSCP range value
between 0 and 63 inclusive, or 255. It
must be entered in Hexadecimal
format. You must configure 8 sets
each corresponding to a user priority.
The format is <low>-<high> separated
by a',' where low and high are 0-3F
and FF.

For Example: 08-0F,00-07,FF-FF,10-
1F,20-27,FF-FF,28-2F,30-3F

query-response-length-
limit <len>

Configures the maximum length of the
GAS query response. GAS enables
advertisement services that allow the
clients to query multiple 802.11
networks at once, while also allowing
the client to learn more about a
network’s 802.11 infrastructure before
associating.

If a client transmits a GAS Query using
a GAS Initial Request frame, the
responding OAW-IAP will provide the
query response (or information on
how to receive the query response) in
a GAS Initial Response frame.

1-6

release-number

Indicates the release number of
Hotspot.

1-2

roam-cons-len-1

Configures the length of the Ol. The
value of the roam-cons-len-
1parameter is based upon the
number of octets of the roam-cons-oi-
1 field.

0: Zero Octets in
the OI (Null),

3: Ol length is 24-
bit (3 Octets),

5: Ol length is 36-
bit (5 Octets)

roam-cons-len-2

Length of the Ol. The value of the
roam-cons-len-2parameter is based
upon the number of octets of the
roam-cons-oi-2 field.

0: Zero Octets in
the Ol (Null),

3: Ol length is 24-
bit (3 Octets),

5: Ol length is 36-
bit (5 Octets)
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Parameter Description Range Default
roam-cons-len-3 Length of the Ol. The value of the 0: Zero Octets in —
roam-cons-len-3parameter is based the OI (Null),
upon the number of octets of the 3: Ol length is 24-
roam-cons-oi-3 field. bit (3 Octets),
5: Ol length is 36-
bit (5 Octets)
roam-cons-oi-1 Configures the roaming consortium Ol | — —
FOAT—CONS—0i-2 to as_sign to one of the ser'vice
, provider’'s top three roaming partners.
Foam-cons=oi-3 This additional Ol will only be sentto a
client if the addtl-roam-cons-
<oisaddtl-roam-cons-ois> parameter
is setto 1 or higher.
NOTE: The service provider's own
roaming consortium Ol is configured
using the hotspot anqp-roam-cons-
profile command.
venue-group <venue- Configures one of the following venue | assembly, business
group> groups to be advertised in the IEs business,
from OAW-IAPs associated with this educational,
hotspot profile. factory-and-
m assembly industrial,
m business institutional,
m educational mercantile,
m factory-and-industrial outdoor,
m institutional residential,
m mercantile storage,
m outdoor unspecified,
m residential utility-and-misc,
m storage vehicular
m unspecified
m utility-and-misc
m vehicular

NOTE: This parameter only defines
the venue group advertised in the IEs
from hotspot OAW-IAPs. To define the
venue group to be included in ANQP
responses, use angp-venue-name-
profile <profile-name> command.

venue-type <venue-
type>

Specifies the venue type to be
advertised in the IEs from OAW-IAPs
associated with this hotspot profile.
The complete list of supported venue
types is described in Venue Types on
page 194

This parameter only defines the venue
type advertised in the IEs from hotspot
OAW-IAPs. To define the venue type to
be included in ANQP responses, use
the hotspot anqp-venue-name-
profile <profile-name> command.

Usage Guidelines

Use this command to configure a hotspot profile. Hotspot 2.0 is a Wi-Fi Alliance specification based on the
802.11u protocol, which allows wireless clients to discover hotspots using management frames (such as
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beacon, association request and association response), connect to networks, and roam between networks
without additional authentication.
The Hotspot 2.0 provides the following services:

m  Network discovery and selection— Allows the clients to discover suitable and available networks by
advertising the access network type, roaming consortium, and venue information through the management
frames. For network discovery and selection, GAS and ANQP are used.

m  QOS Mapping— Provides a mapping between the network-layer QoS packet marking and over- the-air QoS
frame marking based on user priority.

When a hotspot is configured in a network:

m The clients search for available hotspots using the beacon management frame.

»  When a hotspot is found, the client sends queries to obtain information about the type of network
authentication and IP address, and IP address availability using the GAS action frames.

m Based on the response of the advertisement Server (response to the GAS Action Frames), the relevant
hotspot is selected and the client attempts to associate with it.

m Based on the authentication mode used for mobility clients, the client authenticates to access the network.

GAS Queries

An Ol is a unique identifier assigned to a service provider when it registers with the |EEE registration authority.

An OAW-IAP can include its service provider Ol in beacons and probe responses to clients. If a client recognizes
the Ol, it will attempt to associate to the OAW-IAP using the security credentials corresponding to that service

provider.

If the client does not recognize the Ol, that client can send a GAS query to the OAW-IAP to request more
information more about the network before associating.

ANQP Information Elements

ANQP Information Elements are additional data that can be sent from the OAW-IAP to the client to identify the
network and service provider of the OAW-IAP. If a client requests this information through a GAS query, the
hotspot OAW-IAP then sends the ANQP Capability list in the GAS Initial Response frame indicating support for
the following IEs:

» Venue Name - Defined using the hotspot anqp-venue-name-profile command.

s Domain Name: Defined using the hotspot angqp-domain-name-profile command.

m  Network Authentication Type: Define using the hotspot angp-nwk-auth-profile command.

m Roaming Consortium List: Defined using the hotspot anqp-roam-cons-profile command.

= NAI Realm: Defined using the hotspot anqp-nai-realm-profile command.

m  Cellular Network Data: Defined using the hotspot anqp-3gpp-nwk-profile command.

m Connection Capability: Defined using the hotspot h2qp-conn-capability-profile command.

m Operator Class: Defined using the hotspot h2qp-op-cl-profile command.

s Operator Friendly Name: Defined using the hotspot h2qp-operator-friendly-name-profile
command.

m  WAN Maetrics: Defined using the hotspot h2qp-wan-metrics-profile command.

Roaming Consortium Ols

Ols are assigned to service providers when they register with the |EEE registration authority. You can specify
the Ol for the hotspot's service provider in the ANQP Roaming Consortium profile using the hotspot anqp-
roam-cons-profile command. This Hotspot profile also allows you to define and send up to three additional
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roaming consortium Ols for the service provider's top three roaming partners. To send this additional data to
clients, you must specify the number of roaming consortium elements a client can query using the addtl-
roam-cons-ois <1-3> parameter, then define those elements using the following parameters:

= roam-cons-oi-1 and roam-cons-len 1
= roam-cons-0i-2 and roam-cons-len 2
= roam-cons-o0i-3 and roam-cons-len 3

The configurable values for each additional Ol include the Organization Identifier itself, the Ol length, and the
venue group and venue type associated with those Ols.
Venue Types

The following list describes the different venue types for each venue group:

Table 11: Venue Types

Venue Group Associated Venue Type Value

unspecified —
The associated numeric value is 0.

assembly
The associated numeric value is 1.

unspecified—The associated numeric value is 0.
arena—The associated numeric value is 1.
stadium—The associated numeric value is 2.
passenger-terminal—The associated numeric value is 3.
amphitheater—The associated numeric value is 4.
amusement-park—The associated numeric value is 5.
place-of-worship—The associated numeric value is 6.
convention-center—The associated numeric value is 7.
library—The associated numeric value is 8.
museum—The associated numeric value is 9.
restaurant—The associated numeric value is 10.
theater—The associated numeric value is 11.

bar—The associated numeric value is 12.
coffee-shop—The associated numeric value is 13.
zoo-or-aquarium—The associated numeric value is 14.
emergency-cord-center—The associated numeric value is 15.

business
The associated numeric value is 2.

unspecified—The associated numeric value is 0.
doctor—The associated numeric value is 1

bank—The associated numeric value is 2

fire-station—The associated numeric value is 3
police-station—The associated numeric value is 4
post-office—The associated numeric value is 6
professional-office—The associated numeric value is 7
research-and-dev-facility—The associated numeric value is 8
attorney-office—The associated numeric value is 9

educational
The associated numeric value is 3.

unspecified—The associated numeric value is 0.
school-primary—The associated numeric value is 1.
school-secondary—The associated numeric value is 2.
univ-or-college—The associated numeric value is 3.

factory-and-industrial

unspecified—The associated numeric value is 0.

The associated numeric value is 4. m factory—The associated numeric value is 1.
institutional m unspecified—The associated numeric value is 0.
The associated numeric value is 5. m hospital—The associated numeric value is 1.
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Venue Group Associated Venue Type Value

long-term-care—The associated numeric value is 2.
alc-drug-rehab—The associated numeric value is 3.
group-home—The associated numeric value is 4.
prison-or-jail—The associated numeric value is 5.

mercantile
The associated numeric value is 6.

unspecified—The associated numeric value is 0.
retail-store—The associated numeric value is 1.
grocery-market—The associated numeric value is 2.
auto-service-station—The associated numeric value is 3.
shopping-mall—The associated numeric value is 4.
gas-station—The associated numeric value is 5

residential
The associated numeric value is 7.

unspecified—The associated numeric value is 0.
private-residence—The associated numeric value is 1.
hotel—The associated numeric value is 3
dormitory—The associated numeric value is 4
boarding-house—The associated numeric value is 5.

storage
The associated numeric value is 8.

unspecified—The associated numeric value is 0.

utility-misc
The associated numeric value is 9.

unspecified—The associated numeric value is 0.

vehicular
The associated numeric value is 10

unspecified—The associated numeric value is 0.
automobile-or-truck—The associated numeric value is 1.
airplane—The associated numeric value is 2.

bus—The associated numeric value is 3.

ferry—The associated numeric value is 4.

ship—The associated numeric value is 5.

train—The associated numeric value is 6.
motor-bike—The associated numeric value is 7.

outdoor

The associated numeric value is
11.

unspecified—The associated numeric value is 0
muni-mesh-network—The associated numeric value is 1.
city-park—The associated numeric value is 2.
rest-area—The associated numeric value is 3.
traffic-control—The associated numeric value is 4
bus-stop—The associated numeric value is 5

kiosk—The associated numeric value is 6

Example

The following commands configure a hotspot profile:

(Instant AP) (config)# hotspot hs-profile hsl
(Instant AP) (Hotspot2.0 "hsl")# enable
(Instant AP) (Hotspot2.0 "hsl")# comeback-mode
(Instant AP) (Hotspot2.0 "hsl")# gas-comeback-delay 10
(Instant AP) (Hotspot2.0 "hsl")# no asra
(Instant AP) (Hotspot2.0 "hsl")# no internet
(Instant AP) (Hotspot2.0 "hsl")# query-response-length-limit 5
(Instant AP) (Hotspot2.0 "hsl")# access-network-type chargeable-public
(Instant AP) (Hotspot2.0 "hsl")# roam-cons-len-1 3
(Instant AP) (Hotspot2.0 "hsl")# roam-cons-oi-1 123456
(Instant AP) (Hotspot2.0 "hsl")# roam-cons-len-2 3
(Instant AP) (Hotspot2.0 "hsl")# roam-cons-oi-2 223355
(Instant AP) (Hotspot2.0 "hsl")# addtl-roam-cons-ois 0
(Instant AP) (Hotspot2.0 "hsl")# venue-group business
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(Instant AP) (Hotspot2.0 "hsl")# venue-type research-and-dev-facility
(Instant AP) (Hotspot2.0 "hsl")# pame-bi

(Instant AP) (Hotspot2.0 "hsl")# group-frame-block

(Instant AP) (Hotspot2.0 "hsl")# p2p-dev-mgmt

(Instant AP) (Hotspot2.0 "hsl")# p2p-cross-connect

(Instant AP) (Hotspot2.0 "hsl")# end

(Instant AP)# commit apply

The following commands associate anqp-3gpp advertisement profile with a hotspot profile:

(Instant AP) (config)# hotspot hs-profile hsl

(Instant AP) (Hotspot2.0"hsl")# advertisement-protocol anpp

(Instant AP) (Hotspot2.0"hsl")# advertisement-profile angp-3gpp 3gppl
(Instant AP) (Hotspot2.0"hsl")# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-LucentAOS-W Instant 8.3.0.0 = The following parameters were introduced
e h2gp-osu-provider-profile
e osen
e osu-nai
e osu-ssid
e (oOs-map-excp
e (oOs-map-range
m Therange of the query-response-length-limit
parameter was changed to 1-6 from 1-127.

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms except 5xx series platforms | Configuration mode and the hotspot profile configuration sub-
mode
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hs2-osu-icon-delete

hs2-osu-icon-delete <idx>

Description
This command deletes the specified OSU icon file downloaded in the OAW-IAP

Syntax

Parameter Description Default

<idx> Deletes the file referenced by the — —
specified index ID.

Usage Guidelines
Use this command to delete a downloaded icon file from the OAW-IAP.

Example
The following command deletes a downloaded icon file:

(Instant AP)# hs2-osu-icon-delete 5

Command History

Modification

Alcatel-Lucent AOS-W Instant 8.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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hs2-osu-icon-download

hs2-osu-icon-download <idx> <ftp/tftp/http URL syntax>

Description
This command downloads the OSU provider's icon file to the OAW-IAP

Syntax
Parameter Description Range Default
<idx> Indicates the index of the file which 1-10 —
can take values from 1 to 10
<url> The location from which the icon file — —
can be downloaded. The location can
be FTP, TFTP, or HTTP.

Usage Guidelines

Use this command to download the icon file from a stored location. The icon file is downloaded from the
specified location and stored in flash with the specified index as reference.

Example

To download the icon file to the OAW-IAP, execute the following command:
(Instant AP)# hs2-osu-icon-download <idx> <ftp/tftp/http URL syntax>
(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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iap-master

iap-master
no...

Description

This command provisions an OAW-IAP as a master OAW-IAP.

Syntax

Parameter

iap-master

Description

Provisions the OAW-IAP as a — —

master OAW-IAP.

Range Default

no...

Removes the configuration. — —

Usage Guidelines

Use this command to manually provision an OAW-IAP as a master OAW-IAP.

Example

The following example provisions a master OAW-I1AP:

(Instant AP)# iap-master

Command History

Release

Modification

Alcatel-Lucent AOS-W Instant 6.3.1.1-

4.0.0.0

Command introduced.

Command Information

OAW-IAP Platform

Command Mode

All platforms

Privileged EXEC mode
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ids

ids
client-detection-level <type>
client-protection-level <type>
detect-adhoc-network
detect-adhoc-using-valid-ssid
detect-ap-flood
detect-ap-impersonation
detect-ap-spoofing
detect-bad-wep
detect-beacon-wrong-channel
detect-block-ack-attack
detect-chan-based-mitm
detect-chopchop-attack
detect-client-flood
detect-cts-rate-anomaly
detect-disconnect-sta
detect-eap-rate-anomaly
detect-fatajack
detect-hotspotter-attack
detect-ht-40mhz-intolerance
detect-ht-greenfield
detect-invalid-addresscombination
detect-invalid-mac-oui
detect-malformed-assoc-req
detect-malformed-frame-auth
detect-malformed-htie
detect-malformed-large-duration
detect-omerta-attack
detect-overflow-eapol-key
detect-overflow-ie
detect-power-save-dos—-attack
detect-rate-anomalies
detect-rts-rate-anomaly
detect-tkip-replay-attack
detect-unencrypted-valid
detect-valid-clientmisassociation
detect-valid-ssid-misuse
detect-windows-bridge
detect-wireless-bridge
detect-wpa-ft-attack
infrastructure-detection-level <type>
infrastructure-protection-level <type>
no
protect-adhoc-network
protect-ap-impersonation
protect-ssid
protect-valid-sta
protect-windows-bridge
rogue-containment
signature-airjack
signature-asleap
signature-deassociation-broadcast
signature-deauth-broadcast
wired-containment
wired-containment-ap-adj-mac
wired-containment-susp-13-rogue
wireless—-containment <type>

no ids
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Description
This command configures an IDS policy for an OAW-IAP.

Syntax

Parameter Description Range | Default

ids Creates an IDS policy — —

client-detection-level <type> Sets the client detection level. off, low, off
medium,
high

client-protection-level <type> Sets the client protection level. off, low, off
medium,
high

detect-adhoc-network Enables detection of ad hoc — —
networks.

detect-adhoc-using-valid-ssid Enables or disables detection of — —
ad hoc networks using valid or
protected SSIDs.

detect-ap-flood Enables detection of flooding with | — —
fake OAW-IAP beacons to confuse
the legitimate users and to
increase the amount of
processing needed on client
operating systems.

detect-ap-impersonation Enables detection of OAW-IAP — —
impersonation. In OAW-IAP
impersonation attacks, the
attacker sets up an OAW-IAP that
assumes the BSSID and ESSID of
a valid OAW-IAP or a neighboring
OAW-IAP. OAW-IAP impersonation
attacks can be done for man-in-
the-middle attacks, a rogue OAW-
IAPs attempting to bypass
detection, or a honeypot attack.

detect-ap-spoofing Enables OAW-IAP Spoofing — —
detection.

detect-bad-wep Enables detection of WEP — —
initialization vectors that are
known to be weak or repeating. A
primary means of cracking WEP
keys is to capture 802.11 frames
over an extended period of time
and search for implementations
that are still used by many legacy
devices.

detect-beacon-wrong-channel Enables detection of beacons — —
advertising the incorrect channel.
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Parameter Description Range | Default

detect-block-ack-attack Enables detection of attempts to — —
reset traffic receive windows
using the forged Block ACK Add

messages.

detect-chan-based-mitm Enables or disables channel- — —
based man-in-the-middle attack
detection.

detect-chopchop-attack Enables detection of ChopChop — —
attack.

detect-client-flood Enables detection of client flood — —
attack.

detect-cts-rate-anomaly Enables detection of CTS rate — —
anomaly.

detect-disconnect-sta Enables a station disconnection — —

attack. In a station disconnection,
attacker spoofs the MAC address
of either an active client or an
active OAW-IAP. The attacker then
sends deauthenticate frames to
the target device, causing it to
lose its active association.

detect-eap-rate-anomaly Enables EAP handshake analysis — —
to detect an abnormal number of
authentication procedures on a
channel and generate an alarm
when this condition is detected.

detect-fatajack Enables detection of fatjack — —
attacks.

detect-hotspotter-attack Enables detection of hotspot — —
attacks.

detect-ht-40mhz-intolerance Enables detection of 802.11n 40 — —

MHz intolerance setting, which
controls whether stations and

OAW-IAPs advertising 40 MHz

intolerance will be reported.

detect-ht-greenfield Enables detection of HT devices — —
advertising greenfield preamble
capability.
detect-invalid-addresscombination Enables detection of invalid — —

address combinations.
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Parameter

detect-invalid-mac-oui

Description

Enables checking of the first three
bytes of a MAC address, known as
the OUI, assigned by the IEEE to
known manufacturers. Often
clients using a spoofed MAC
address do not use a valid OUI
and instead use a randomly
generated MAC address. Enabling
MAC OUI checking causes an
alarm to be triggered if an
unrecognized MAC address is in
use.

Range

Default

detect-malformed-assoc-req

Enables detection of malformed
association requests.

detect-malformed-frame-auth

Enables detection of malformed
authentication frames

detect-malformed-htie

Enables detection of malformed
HT information elements.

detect-malformed-large-duration

Enables detection of unusually
large durations in frames.

detect-omerta-attack

Enables detection of Omerta
attack.

detect-overflow-eapol-key

Enables detection of overflow
EAPOL key requests.

detect-overflow-ie

Enables detection of overflow
Information Elements.

detect-power-save-dos-attack

Enables detection of Power Save
DoS attack.

detect-rate-anomalies

Enables detection of rate
anomalies.

detect-rts-rate-anomaly

Enables detection of RTS rate
anomaly.

detect-tkip-replay-attack

Enables detection of TKIP replay
attack.

detect-unencrypted-valid

Enables detection of unencrypted
valid clients.

detect-valid-clientmisassociation

Enables detection of
misassociation between a valid
client and an unsafe OAW-IAP.
This setting can detect the
following misassociation types:
m MisassociationToRogueAP
|
MisassociationToExternalAPI
u
MisassociationToHoneypotAP
m MisassociationToAdhocAP
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Parameter Description Range | Default

m MisassociationToHostedAP

detect-valid-ssid-misuse Enables detection of interfering or | — —
Neighbor APs using valid or
protected SSIDs.

detect-windows-bridge Enables detection of Windows — —
station bridging.

detect-wireless-bridge Enables detection of wireless — —
bridging.
detect-wpa-ft-attack Enables or disables detection of — —

WPA FT attacks.

infrastructure-detection-level <type> Sets the infrastructure detection off, low, off

level. medium,
high
infrastructure-protection-level <type> | Sets the infrastructure protection off, low, off
level. medium,
high
protect-adhoc-network Enables protection from adhoc — —

networks. When adhoc networks
are detected, they are disabled
using a DoS attack

protect-ap-impersonation Enables protection from OAW-IAP | — —
impersonation attacks. When
OAW-IAP impersonation is
detected, both the legitimate and
impersonating OAW-IAP are
disabled using a DoS attack.

protect-ssid Enables use of SSID by valid OAW- | — —
IAPs only.
protect-valid-sta Enables protection of valid — —

stations. When enabled valid
stations are not allowed to
connect to an invalid OAW-IAP.

protect-windows-bridge Enables protection of a windows — —
station bridging

rogue-containment Controls Rogue OAW-IAPs. When — —
rogue OAW-IAPs are detected,
they are not automatically
disabled.

This option automatically shuts
down rogue OAW-IAPs. When this
option is enabled, clients
attempting to associate to an
OAW-IAP classified as a rogue are
disconnected through a DoS
attack.
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Parameter

signature-airjack

Description

Enables signature matching for
the AirJack frame type.

Range

Default

signature-asleap

Enables signature matching for
the ASLEAP frame type.

signature-deassociation-broadcast

Configures signature matching
for the deassociation broadcast
frame type.

signature-deauth-broadcast

Configures signature matching
for the deauth broadcast frame

type.

wired-containment

Controls Wired attacks.

wired-containment-ap-adj-mac

Enables a wired containment to
Rogue OAW-IAPs whose wired
interface MAC address is offset
by one from its BSSID.

wired-containment-susp-13-rogue

Enables the user to identify and
contain an OAW-IAP with a preset
wired MAC address thatis
different from the BSSID of the
OAW-IAP if the MAC address that
the OAW-IAP provides to wireless
clients as the Gateway MAC is
offset by one character from its
wired MAC address.

NOTE: Enable this feature only
when the specific containment is
needed, to avoid a false alarm.

wireless—-containment <type>

Enable wireless containment
including Tarpit Shielding.
Tarpit shielding works by steering
a client to a tarpit so that the
client associates with it instead of
the OAW-IAP that is being
contained.
m deauth-only— Enables
Containment using
deauthentication only .
m none— Disables wireless
containment.
m tarpit-all-sta—Enables
wireless containment by tarpit
of all stations.
m tarpit-non-valid-sta—
Enables wireless containment
by tarpit of non-valid clients

deauth-
only,
none,
tarpit-
all-sta,
tarpit-
non-
valid-sta

deauth-
only

no... Removes configuration settings — —
for parameters under the ids
command.

no ids Removes IDS configuration. — —
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Usage Guidelines

Use this command to configure IDS detection and protection policies. The IDS feature monitors the network
for the presence of unauthorized OAW-IAPs and clients and enables you to detect rogue OAW-IAPs, interfering
OAW-IAPs, and other devices that can potentially disrupt network operations. It also logs information about
the unauthorized OAW-IAPs and clients, and generates reports based on the logged information.

WIP offers a wide selection of intrusion detection and protection features to protect the network against
wireless threats. Like most other security-related features of the Alcatel-Lucent network, the WIP can be
configured on the OAW-IAP.

You can configure the following policies:

m Infrastructure Detection Policies— Specifies the policy for detecting wireless attacks on access points

m Client Detection Policies— Specifies the policy for detecting wireless attacks on clients

m Infrastructure Protection Policies— Specifies the policy for protecting access points from wireless attacks.
m Client Protection Policies— Specifies the policy for protecting clients from wireless attacks.

m Containment Methods— Prevents unauthorized stations from connecting to your AOS-W Instant network.

Each of these options contains several default levels that enable different sets of policies. An administrator can
customize enable or disable these options accordingly. The following levels of detection can be configured:

n Off

s Low

s Medium
= High

Example

The following example configures detection and protection policies:
(Instant AP) (config)# ids

(Instant AP) (IDS)# infrastructure-detection-level low
(Instant AP) (IDS client-detection-level low

(Instant AP) (IDS

(Instant AP) (IDS

(Instant AP) (IDS

(Instant AP) (IDS

(Instant AP) (IDS

(Instant AP) (IDS

(Instant AP) (IDS

(Instant AP) (IDS

(Instant AP) (IDS

(Instant AP) (IDS

(Instant AP) (IDS detect-ap-impersonation
(Instant AP) (IDS detect-adhoc—-network
( (
( (
( (
( (
( (
( (
( (
( (
( (
( (
( (
( (
( (

) #

)# infrastructure-protection-level low
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #

Instant AP) (IDS)# detect-valid-ssid-misuse

) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #

client-protection-level low
wireless-containment deauth-only
wired-containment
detect-ap-spoofing
detect-windows-bridge
signature-deauth-broadcast
signature-deassociation-broadcast
detect-adhoc-using-valid-ssid
detect-malformed-large-duration

Instant AP) (IDS detect-wireless-bridge
Instant AP) (IDS detect-ht-40mhz-intolerance
Instant AP) (IDS detect-ht-greenfield
Instant AP) (IDS detect-ap-flood

Instant AP) (IDS detect-client-flood

Instant AP) (IDS detect-bad-wep

Instant AP) (IDS detect-cts-rate-anomaly
Instant AP) (IDS detect-rts-rate-anomaly
Instant AP) (IDS detect-invalid-addresscombination
Instant AP) (IDS detect-malformed-htie
Instant AP) (IDS detect-malformed-assoc-req

Instant AP) (IDS detect-malformed-frame-auth
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(Instant AP) (IDS detect-overflow-ie

(Instant AP) (IDS detect-overflow-eapol-key
(Instant AP) (IDS detect-beacon-wrong-channel
(Instant AP) (IDS detect-invalid-mac-oui
(Instant AP) (IDS detect-valid-clientmisassociation
(Instant AP) (IDS detect-disconnect-sta
(Instant AP) (IDS detect-omerta-attack
(Instant AP) (IDS detect-fatajack

(Instant AP) (IDS detect-block-ack-attack
(Instant AP) (IDS detect-hotspotter-attack
(Instant AP) (IDS detect-unencrypted-valid

detect-power-save-dos—attack

( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
(Instant AP) (IDS)#
( ) # detect-eap-rate-anomaly
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #
( ) #

(Instant AP) (IDS

(Instant AP) (IDS detect-rate—-anomalies
(Instant AP) (IDS detect-chopchop-attack
(Instant AP) (IDS detect-tkip-replay-attack
(Instant AP) (IDS signature-airjack
(Instant AP) (IDS signature-asleap
(Instant AP) (IDS protect-ssid

(Instant AP) (IDS rogue-containment
(Instant AP) (IDS protect-adhoc-network
(Instant AP) (IDS protect-ap-impersonation
(Instant AP) (IDS protect-valid-sta
(Instant AP) (IDS protect-windows-bridge

(Instant AP) (IDS)# end
(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and IDS configuration sub-mode.
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ignore-image-check

ignore-image-check

Description

This command ignores the automatic image check feature. The automatic image check feature automatically
checks for a new version of AOS-W Instant on the image server, once after the OAW-IAP boots up and every
week thereafter.

Usage Guidelines

Use this command to disable the automatic image check feature:

Example

The following example disables the image check feature:
(Instant AP)# ignore-image-check

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.3.1.1- ‘ Command introduced.
4.0.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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inactivity-ap-timeout

inactivity-ap-timeout <seconds>
no...

Description

This command configures the timeout interval for inactive user sessions.

Syntax
Parameter Description Range Default
inactivity-ap-timeout <seconds> | Configures the inactivity timeout 1-1000 1000
interval in seconds.
no... Removes any existing configuration. — —

Usage Guidelines

Use this command to configure an inactivity timeout interval for an OAW-IAP.

Example

The following example configures the inactivity timeout interval:
(Instant AP) (config)# inactivity-ap-timeout 180
(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- ‘ Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode
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inbound-firewall

inbound-firewall
rule <subnet> <smask> <dest> <mask> <match/invert> <protocol> <sport> <eport>
{permit|deny|src-nat|dst-nat ip <IP-address> <port>} [<optionl....option9>]
no...

Description

This command configures inbound firewall rules based on the source subnet.

Syntax

Parameter Description Range Default

inbound-firewall Opens the inbound firewall — —
configuration mode.

rule Creates an access rule. — —
You can create up to 128 access rules.
However, it is recommended to delete
any existing configuration and apply
changes atregular intervals.

<subnet> Allows you to specify the source subnet | — —
IP address

<smask> Specifies the subnet mask of the source | — —
IP address.

<dest> Allows you to specify the destination IP — —
address.

<mask> Specifies the subnet mask for the — —
destination IP address.

<match/invert> » match—Indicates if the rule match —
specific to the destination IP address | invert
and subnet mask matches the value
specified for protocol.

m invert— Indicates if the rule
allows or denies traffic with an
exception to the specified
destination IP address and subnet
mask.

<protocol> Configures any of the following: 1-255 —
m Protocol number between 0-255

m any: any protocol

m tcp: Transmission Control Protocol

m udp: User Datagram Protocol

<sport> Specifies the starting port number from | 1-65534 —
which the rule applies.

<eport> Specifies the ending port number until 1-65534 —
which the rule applies
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NOTE

Parameter Description Range Default

dst-nat Allows the OAW-IAP to perform — —
destination NAT on packets.

src-nat Allows the OAW-IAP to perform source — —
NAT on packets. When configured, the
source IP changes to the outgoing
interface IP address (implied NAT pool)
or from the pool configured (manual
NAT pool).

ip <IP-addr> Specifies the destination NAT IP address | — —
for the specified packets when dst-nat
action is configured.

<port> Specifies the destination NAT port for — —
the specified packets when dst-nat
action is configured.

deny Creates a rule to reject the specified — —
packets
<optionl..option9> Allows you to specify any of the — —

following options:
m Log—Creates a log entry when
this rule is triggered.
m Blacklist—Blacklists the client
when this rule is triggered.
m Classify-media—Performs a
packet inspection on all non-NAT
traffic and marks the critical traffic.
m Disable-scanning—Disables ARM
scanning when this rule is triggered.
m DSCP tag—Specifies a DSCP value
to prioritize traffic when this rule is
triggered.
m 802.1p priority—Sets an 802.1p

priority.

no... Removes the configuration — —

Usage Guidelines

Use this command to configure inbound firewall rules for the inbound traffic coming through the uplink ports
of an OAW-IAP. The rules defined for the inbound traffic are applied if the destination is not a user connected
to the OAW-IAP. If the destination already has a user role assigned, the user role overrides the actions or
options specified in inbound firewall configuration. However, if a deny rule is defined for the inbound traffic, it
is applied irrespective of the destination and user role. Unlike the ACL rules in a WLAN SSID or wired profile, the
inbound firewall rules can be configured based on the source subnet.

For all subnets, a deny rule is created by default as the last rule. If at least one rule is configured, the deny all rule is
applied to the upstream traffic by default.

Management access to the OAW-IAP is allowed irrespective of the inbound firewall rule. For more information on
configuring restricted management access, see restricted-mgmt-access.

The inbound firewall is not applied to traffic coming through GRE tunnel.
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Example

The following example configures inbound firewall rules:

(Instant AP) (config)# inbound-firewall
(Instant AP) (inbound-firewall)# rule 192.0.2.1 255.255.255.255 any any match 6 631 631 permit

(Instant AP) (inbound-firewall)# end
(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.4.0.2- Command introduced.
41.0.0

Command Information

OAW-IAP Platform Command Mode

Configuration mode and inbound firewall configuration sub-

All platforms
mode.
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internal-domains

internal-domains
domain-name <domain-name>
no...

Description

This command configures valid domain names for the enterprise network.

Syntax
Parameter Description Range Default
internal-domains Enables the internal-domain configuration | — —

sub-mode

domain-name <domain-name> [ Defines the valid domain names — —

no... Removes any existing configuration — —

Usage Guidelines

Use this command to configure the DNS domain names that are valid on the enterprise network. This list is
used for determining how the client DNS requests should be routed. When Content Filtering is enabled, the
DNS request of the clients is verified and the domain names that do not match the names in the list are sent to
the open DNS server.

Example

The following example configures the internal domains for a network:
(Instant AP) (config)# internal-domains

(Instant AP) (domain)# domain-name www.example.com

(Instant AP) (domain)# end

(Instant AP)# commit apply

Command History

Release Modification
Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and domains configuration sub-mode
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iot transportProfile

iot transportProfile <profile>
ageFilter <ageout>
authenticationURL <url>
cellSizeFilter <cellsize>
endpointID <id>
endpointToken <token>

endpointType {Meridian-Asset-Tracking |

telemetry-websocket}
endpointURL <url>
movementFilter <threshold>
filterAttribute <filter>
password <password>

payloadContent {managed-beacons |
eddystone |

switches | ibeacons |
rssiReporting <type>

uidNamespaceFilter <filter>

transportInterval <interval>

username <user>
no...

Description

This command configures an loT transport profile on an AOS-W Instant network. An 10T transport profileis a

managed-tags |
unclassified}

zf-tags

Meridian-Beacon-Management | ZF

| all |

enocean-sensors |

telemetry-https

global profile that is created for transporting BLE information from an OAW-IAP to an endpoint server.

Syntax
Parameter Description Range Default
ageFilter <ageout> Devices without recent activity 0 to 3600 0
will not be reported. seconds
authenticationURL <url> Denotes the server URL used — —
for authentication.
cellSizeFilter <cellsize> This is a proximity filter. Devices | 0to 255 meters | 0
outside the cell will not be
reported. Size is specified in
meters. Setting to 0 disables the
cell size filter .
endpointID <id> Endpoint ID of the loT — —
management server.
endpointToken <token> Endpoint token of the loT — —
management server.
endpointType Endpoint type of the loT — Meridian-
management server. The Beacon-
following endpoint types are Management

supported:
m Meridian-Asset-
Tracking—Stream data to
meridian WebSocket server.
m Meridian-Beacon-
Management—Sends a
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Parameter

Description

POST request on a REST
meridian API.

m ZF—ZF deTagtive server.
m telemetry-https—Sends
a POST request on a REST
meridian API. However, the
payload encoding adheres
to the published Aruba
Telemetry JSON schema.

= telemetry-websocket—
Stream data to meridian

WebSocket server. However.

the payload encoding
adheres to the published
Alcatel-Lucent
Telemetry.proto format.

Range

Default

movementFilter <threshold>

Filters devices that do not
change distance. Specified in
meters. Applicable only if a cell
size is set. Setting to O disables
the movement filter.

0 to 255 meters

endpointURL <url>

Endpoint URL of the loT
management server.

uuidFilter

Denotes the universal unique
identifiers (UUIDs) through
comma separated strings.

password <password>

Endpoint password.

payloadContent <payload>

Content of the messages sent
to the loT management server.
The following payload options
are supported:
= managed-beacons—
Beacon management data.
m managed-tags—Asset tag
RSSI data
m zf-tags—ZF tag data
m all—All the BLE device
data
® enocean-sensors—
EnOcean sensor device data
m enocean-switches—
EnOcean switch device data
m ibeacons—iBeacon
device data
m unclassified—Raw data
of the BLE chip
m eddystone—Eddystone
device data.

transportInterval <interval>

OAW-IAP |oT data interval in
seconds.

5 to 3600
seconds

300 seconds

rssiReporting <type>

Sets the preferred format for
RSSI reporting.

average
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Parameter

uidNamespaceFilter <filter>

Description Range Default

A list of UID namespaces to — —
filter devices included in the
reports. Applies only Eddystone-
UID devices. You can specify a
maximum of 10 namespaces

urlFilter <filter>

A list of URL strings to filter — —
devices included in the reports.
Applies only to Eddystone-URL
devices. The string listed here
can be partial URL strings. You
can specify a maximum of 10
URL strings.

username <user>

Endpoint user name. — —

no...

Removes any existing — —
configuration.

Usage Guidelines

Use this command to create or modify an loT transport profile.

Example

The following example configures an |oT transport profile:
(Instant AP) (config)# iot transportProfile sample

(Instant AP) (IoT Data Profile "sample")# endpointURL
https://edit.meridianapps.com/api/beacons/manage

(Instant AP)

IoT Transport Profile "sample")# endpointType Meridian-Beacon-Management

(
(Instant AP) (IoT Transport Profile "sample")# payloadContent managed-beacons
(

(Instant AP)

IoT Transport Profile "sample")# transportInterval 300

(Instant AP) (IoT Transport Profile "sample")# endpointToken
MzkxMTZIMWYtYTgzYSO00YWUxLTkzYWELYJQyNzEIMGMyMjAxOIB1iZWIJ YWViILTRIN ItNGEWNC1hMGIyLWY zZTM5ZDF1NG

VkNg==

(Instant AP) (IoT Transport Profile "sample")# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.4.0.0

The following parameters were introduced:
= uuidFilter
m rssiReporting
The following endpoint types were introduced:
m telemetry-https
m telemetry-websocket
The following payload contents were introduced:
m unclassified
= enocean-sensors
m enocean-switches
m jbeacons

Alcatel-Lucent AOS-W Instant 8.3.0.0

Command introduced.
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Command Information

OAW-IAP Platform Command Mode
All platforms Configuration mode and loT transport profile configuration sub-
mode.
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iot usetransportProfile

iot usetransportProfile <profile>

Description
This command sets an loT management server profile on an AOS-W Instant network. You can set up to two
management server profiles.

Syntax

Parameter | Description Range | Default

<profile> Type of loT management server profile.

Example

The following example sets an 10T transport profile:

(Instant AP) (config)# iot usetransportProfile sample
(Instant AP) (config)# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 8.3.0.0 Command introduced.

Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode.
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ip-address

ip-address <ip-address> <subnet-mask> <nexthop-ip-address> <dns-ip-address> <domain-name>

Description
This command configures an IP address for the OAW-IAP,

Syntax.
Parameter Description Range Default
<ip-address> Assigns an IP address to — —
the OAW-IAP.
<subnet-mask> Specifies the subnet mask. | — —

<nexthop-ip-address> | Specifies the gateway IP — —

address.

<dns-ip-address> Specifies the DNS server — —
IP address.

<domain-name> Specifies the domain — —
name.

Usage Guidelines
Use this command to assign a static IP address to the OAW-IAP.

Example

The following example configures an IP address for the OAW-IAP.
(Instant AP)# ip-address 192.0.2.0 255.255.255.0 192.0.2.3 192.0.2.2 example.com

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.2.1.0- Command introduced.
3.3.0.0

Command Information

OAW-IAP Platform Command Mode

All platforms Privileged EXEC mode
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ipm

ipm
disable
enable
ipm-power-reduction-step-prio
no

Description

This command configures IPM. It also helps set IPM power reduction steps and specify their priorities.

Syntax
Parameter Description Range Default
ipm IPM system on 300 Series, 310 — Disabled
Series, and 330 Series access
points. IPM is a feature that actively
measures the power utilization of an
OAW-IAP and dynamically adapts to
the power resources.
enable Enables IPM on the OAW-IAP. — —
disable Disables IPM on the OAW-IAP. — —
ipm-power-reduction-step-prio | SetsIPM power reduction stepsand | — —
specifies their priorities.
no Removes the IPM configuration — —

Usage Guidelines

Use this command to enable or disable IPM on the OAW-IAP and also to set power reduction steps and specify
their priorities.

Example

The following example enables IPM:
(Instant AP) (config)# ipm
(Instant AP) (ipm)# enable
(Instant AP) (ipm)# end
(Instant AP)# commit apply

The following example alters the IPM priority list:

(Instant AP) (ipm)# ipm-power-reduction-step-prio ipm-step
(Instant AP) (ipm)# end

(Instant AP)# commit apply

Command History

Release Modification

Alcatel-Lucent AOS-W Instant 6.5.2.0 Command introduced.
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Command Information

OAW-IAP Platform Command Mode

All platforms Configuration mode and IPM configuration sub-mode.
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ip dhcp

ip dhcp <dhcp profile>
bid <bid>
client-count <idx>
default-router <default router>
dhcp-relay
dhcp-server <dhcp server>
disable-split-tunnel
dns-cache
dns-server <dns_server>
domain-name <domain-name>

dynamic-dns [key <algo-name:keyname:keystring>]

exclude-address <exclude address>
host <mac>

ip-range <start IP> <end IP>
lease-time <lease time>

option <option type> <option value>
option82 {alul|xml}

reserve {first <count>| last <count>}

server—type <server type>
server-vlan <idx>

subnet <subnet>

subnet-mask <Subnet-Mask>

vlan-ip <VLAN IP> mask <VLAN mask>
no...

Description

This command configures DHCP assignment modes and scopes for an AOS-W Instant network.

Syntax

Parameter

Description

Range Default

ip dhcp <profile>

Creates a DHCP profile
with a unique name.

bid <bid>

Defines the branch ID.
NOTE: You can allocate
multiple BID per
subnet. The OAW-IAP
generates a subnet
name from the DHCP IP
configuration, which the
switch can use as a
subnet identifier. If
static subnets are
configured in each
branch, all of them are
assigned the with BID 0,
which is mapped
directly to the
configured static
subnet.
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Parameter

client-count <idx>

Description

Defines the number of
clients allowed per
DHCP branch.

NOTE: The client count
configured for a branch
determines the use of
IP addresses from the
IP address range
defined for a DHCP
scope. For example, if
20 IP addresses are
available inan IP
address range
configured for a DHCP
scope and a client
count of 9 is configured,
only a few IP addresses
(in this example, 9)
from this range will be
used and allocated to a
branch. The OAW-IAP
does not allow the
administrators to
assign the remaining IP
addresses to another
branch, although a
lower value is
configured for the client
count.

Range

Default

default-router <default

Defines the IP address
of the default router for

to intercept the
broadcast packets and
relay DHCP requests
directly to corporate
network.

router>
the Distributed, L2,
Local, Local, L2, and
Local, L3 DHCP scopes.
dhcp-relay Enables the OAW-IAPs — —
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Parameter Description Range Default

The DHCP relay is
enabled for the
centralized DHCP
scopes to reduce
network traffic caused
by the broadcasting of
DHCP requests to the
corporate network.
With a centralized
DHCP scope, the clients
in the branch are in the
same subnet as clients
in the corporate
network. Normally the
DHCP request goes
through the VPN tunnel
and is broadcast into
the corporate network.
This feature allows it to
succeed without
requiring to broadcast
and thus reduces the
network traffic.

dhcp-server <dhcp server> | Defines the IP address — —
- of the corporate DHCP
server for DHCP
request relay.

dynamic-dns Enables dynamic dns — Disabled
updates for this pool.

dynamic-dns [key <algo- You can optionally — hmac-shal:arubaddns:
name: keyname: keystring>] choose to configure a 16YuLPdH21rQ6PuK9udsVLtjw3Y=
TSIG shared secret key
to secure the dynamic
updates.
The following algorithm
names are supported:
m hmac-md5 (used
by default if algo-
name is not
specified)
m hmac-shal
m hmac-sha256
NOTE: When a key is
configured, the update
is successful only if
OAW-IAP and DNS
server clocks are in
sync.

disable-split-tunnel Disables split tunnel — —
functionality for
Centralized, L2 s